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ABSTRACT

Remote  Authentication Dial-In User  Service
(RADIUS) is a widely deployed protocol enabling
centralized  authentication,  authorization, and
accounting for network access. Originally developed
for dial-up remote access, RADIUS is now supported
by Virtual Private Network (VPN) servers, wireless
access points, authenticating Ethernet switches,
Digital Subscriber Line (DSL) access, and other
network access types. This report provides an
overview of RADIUS and the Extensible
Authentication Protocol (EAP) and discusses how to
minimize or resolve various security issues of the
RADIUS protocol using implementation and
deployment best practices.
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1. INTRODUCTION

Network security is a complicated subject, historically
only tackled by well-trained and experienced experts.
However, as more and more people become ““wired",
an increasing number of people need to understand
the basics of security in a networked world.

Remote  Authentication Dial-In User  Service
(RADIUS) is a widely deployed protocol enabling
centralized  authentication,  authorization, and
accounting for network access. Originally developed
for dial-up remote access, RADIUS is now supported
by Virtual Private Network (VPN) servers, wireless
access points, authenticating Ethernet switches,
Digital Subscriber Line (DSL) access, and other
network access types. This report provides an
overview of RADIUS and the Extensible
Authentication Protocol (EAP) and discusses how to
minimize or resolve various security issues of the
RADIUS protocol using implementation and
deployment best practices.

2. PROBLEM DEFINITION

It's very important to understand that in security, one
simply cannot say “what's the best system?” There are
two extremes: absolute security and absolute access.

Ahmet OMERCIOGLU
TOBB University of Economics
and Technology
Information Technologies
omercioglu@etu.edu.tr

Nurettin ERGINOZ

TOBB University of Economics
and Technology
Master Student
nerginoz@etu.edu.tr

The closest we can get to an absolutely secure
machine is one unplugged from the network, power
supply, locked in a safe, and thrown at the bottom of
the ocean. Unfortunately, it isn't terribly useful in this
state. A machine with absolute access is extremely
convenient to use: it's simply there, and will do
whatever you tell it, without questions, authorization,
passwords, or any other mechanism. Unfortunately,
this isn't terribly practical, either: the Internet is a bad
neighborhood now, and it isn't long before some
bonehead will tell the computer to do something like
self-destruct, after which, it isn't terribly useful to you.
Every organization needs to decide for itself where
between the two extremes of total security and total
access they need to be. A policy needs to articulate
this, and then define how that will be enforced with
practices and such. Everything that is done in the
name of security, then, must enforce that policy
uniformly.

““Unauthorized access" is a very high-level term that
can refer to a number of different sorts of attacks. The
goal of these attacks is to access some resource that
your machine should not provide the attacker. For
example, a host might be a web server, and should
provide anyone with requested web pages. However,
that host should not provide command shell access
without being sure that the person making such a
request is someone who should get it, such as a local
administrator.

3. IEEE 802.1x NETWORK AUTHENTICATION

Security and flexibility are often seen as mutually
exclusive requirements in a network, yet both are
equally important. Security is crucial on any network.
Flexibility, in particular the ability to roam, is
increasingly  fundamental.  Therefore, Ethernet
networks need a device authentication method that is
highly secure but not tied to a port’s physical location.
In addition, the appropriate network access for users
needs to be determined from their authentication
credentials. 802.1x user authentication solves these
multiple requirements. What is more, it is relatively
uncomplicated and has very little impact on network
performance. It is also a protocol that is medium-
independent — equally effective on wireless and wired
connections. 802.1x user authentication is rapidly



becoming an expected component of any Ethernet
infrastructure.

The IEEE 802.1x standard manages port-based
network access. It authenticates devices attached to a
LAN port by initiating a connection and requesting
login details. Access is prevented if authentication
fails. As well as being valuable for authenticating and
controlling user traffic to a protected network, 802.1x
is effective for dynamically varying encryption keys.
802.1x attaches the Extensible Authentication
Protocol (EAP) to both wired and wireless LAN
media, and supports multiple authentication methods,
such as token cards, one-time passwords, certificates,
and public key authentication.

802.1x was designed to accommodate the following
requirements:

Network Control Right at the Port Level: The best
place to control network access is where the user
attaches - at the port. It is also logical to apply packet
and protocol filtering at the port. By controlling a
user’s network attachment point, the network
environment can be customized to meet that user’s
needs and access agreements.

Authentication, Authorization and Accounting: If an
organization already uses Authentication,
Authorization, and Accounting (AAA) technology to
control users’ network access, (either through a
firewall or dial-in remote access), 802.1x can use
these AAA servers to provide AAA functions to new
802.1x clients.

Public Network Security: Network owners that extend
their networks into public arenas (for example,
universities) must control user access. Before the
advent of 802.1x, a user could plug into a live 802
port and gain full access to a network. This problem
became even greater as the use of wireless LANs
grew, because any user within physical range of a
wireless access point could attempt to access the
network.

Distribution of Dynamic Encryption Keys: Wired
Equivalent Privacy (WEP) was designed to provide
the security level equivalent to that of a wired
network. WEP uses symmetric encryption keys to
provide security between wireless devices, but this is
limited by the complications of allocating and
managing the encryption keys. 802.1x counters this by
providing a method for the allocation of WEP keys to
access points.

4. RADIUS PROTOCOL

RADIUS is an authentication, authorization and
accounting client-server protocol. The client is a
Network Access Server which desires to authenticate
its links. The server is a server which has access to a
user database with authentication information. It has
been developed by Livingston Enterprises around
1989 and further improved by Merit (University of

Michigan). The following RFC's have been accepted
at the IETF in 1997:

e Remote Access Dialin

(RADIUS) [RFC2138]

e RADIUS Accounting [RFC2139]
The protocol is supported and used by many terminal
server vendors such as Cisco, Ascend, Livingston and
others. It is a client/server protocol where a client
(Network Access Servers) sends a request, which is
responded by the server (RADIUS server). The
protocol is based on the UDP transport protocol. The
main reason to use this protocol instead of the more
reliable TCP transport protocol is that when a
RADIUS server fails, TCP takes to much time to
determine this and switch to a secondary server. With
UDP you can build your own retransmission scheme
which can detect a failure of a RADIUS server at an
earlier stage.
Some ISPs (commonly modem, DSL, or wireless
802.11 services) require you to enter a username and
password in order to connect to the Internet. Before
access to the network is granted, this information is
passed to a Network Access Server (NAS) device
over the Point-to-Point Protocol (PPP), then to a
RADIUS server over the RADIUS protocol. The
RADIUS server checks that the information is correct
using authentication schemes like PAP, CHAP or
EAP. If accepted, the server will then authorize access
to the ISP system and select an IP address, L2TP
parameters, etc.
The RADIUS server will also be notified if and when
the session starts and stops, so that the user can be
billed accordingly; or the data can be used for
statistical purposes.
Additionally RADIUS is widely used by VolIP service
providers. It is used to pass login credentials of a SIP
end point (like a broadband phone) to a SIP Registrar
using digest authentication, and then to RADIUS
server using RADIUS. Sometimes it is also used to
collect call detail records (CDRs) later used, for
instance, to bill customers for international long
distance.

User Service

RADIUS is currently the de-facto standard for remote
authentication. It is very prevalent in both new and
legacy systems.

5. IMPLEMENTATION

In order to compile radius with the specified
requirements, ./configure command is given with the
following parameters.
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To configure network devices with 802.1x and radius
support, following settings must be done.

ecureCRT |3l x|

Options  Transfer Seript Tools Window Help

Q=8 |axt|e

Manager Al-1> create vlan=radius vid=26

Info (1089003} ; Operation sucssssful,

Manager Al-1> add ip int=vlan6 ip= mask=
Info (1005275} : interface successfully added.

Manager Al-1> add radius servers secret="
tport=1813

" port=1812 acc
Error (3051012} Paraneter "acctport" not recognised.

Manager Al-1> add radius servers secret=" " port=1812
Evror (3051015); Paramster PORT. inwalid decimal integer "18127",

Manager Al-1> add radius servers =zecret=" " port=1812

Options @ ACCPort LOCal

Manager Al-1> add radivs server= secret="

" port=1912 acc
port=1813

Info {1051003): Operation successful.

Manager A1-1>
RADIUS raw PKT Tx: Ser
04330023 4CSEBIBA OE»OtllFD 50350909 4AZIE2CC 28060000 OQO72C09 41636374 204FEE0d OROACADL

RADIUS DECODE PKT Twxs Serwer:
Code JAccounting—Request

Fersrsrarese X

TdlentiFi
Length et

Futhenticator .. . J0xdCBEBIEA 0GOCLIFD BOBSCI0T dAZEB2CC
Attribute tupe .........Acct-Status-Tups

Attribute length ....... 9

Attribute valle ....,.,.0x00000007

fttribute tupe ........Acct-Session-ID

Attribute length ....... 3

Attribute valus ........0xd1636374 204F6E

Attribute tupe .........NAS-IP-Address

Attribute lemgth .

Attribute valte ........

Manager Al-1>
RADILS raw PKT Tx: Ser
4730025 ACSERSER DGOCIAFD S0G5C309 4ASSERCT 2E00000 D0DT2C09 41636374 204FEE0S oe.ononmJ

Ready Telnet 49, 15 |50Rows, 132 Cols  ¥T100 MU

- SecureCRT =] 3]

File Edt View Options Transfer Script Tools Window Help

HBAGR | =eq|BES|(EHT |2

m Bl
Manager Al-1> enable portauth=
RADIUS ram PKT Tx: Server;l192.168,1,2

04330029 4CBERIBA 0BOC1IFD 5085C309 4938B2EC 28060000 00072009 41636374 204FEEQ4 0ROADADL

RF]DILIS DECODE PKT Tx: Server:192,168,1.22

e iiiirrrs s ses e JAoCoUNting -Request.
IdeﬂtlFlEr‘ ........ 5 0x33
Lensth Looveiinnaaenns
Authenticator .....eve .OX4E5E898R 0GOC11FT 50B5CI0T dAZBBICC
Attribute tups .........R:ct Status-Tups
Attribute length ..
Attribute value ...
Attribute tupe  ..a.e.. .Flt:l:t.—Sessl\:m 10
Attribute lergth ,......9
Attribute value ........0x41636374 204F6E
Attribute tupe ... . NHS IP-Address
Attribute length ,......6
Attribute value .,....,.10,10,1,11

Manager Al-1> enable portauth=
RADIUS raw PKT Tx: Server:192,168,1
04330029 dCHEE98A OAOC1IFD 5085!:909 4HBEBQEE 2800000 00072009 41636374 204FEE0d OR0A0AOL

RADIUS DECODE PKT Tx: Server:192,168.1.22
(B=r3 acconoo00000000050d Accounting-Request
Identifier ........o....0x33
Length oouiiiiiinissnan
Authenticator .. 5 0x4E5E8989 06OCLIFD S085CI09 4A3EB2CC
Attribute tupe . . n\:ct Status—Tupe
Attribute length ...,
Attribute value ., ..... .0x00000007
Attribute tupe .........Acct-Session-ID
Attribute length .. 9
Actribute value ......,.0xd1636374 204FEE
Attribute tupe .........NAS-IP-Address
Attribute length  ,......6
Attribute value ........ 10.10.1.11

Manager Al-1> enable portauth=8021x
Info {11180573: B02.1K has heen ensbled.
Manager Al-1> enable portauth=8021x port=16 type=authenticator

radiusAMLozOfF SI16 loggedOff Q
Info (1118003} : Operation successful.

Manager A1-1> 0

Ready [Telnet
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& Kenar Switch - SecureCRT -10] x|

Fle Edit ¥iew Options Transfer Script Tools Window Help

DAY ERQA|BES(FEY |2

u
Manager Al-1> enable portauth=
RADIUS vaw PKT Tx: Server:

04330029 dCEERAZA 060C1LFL S0EYLY0Y gAZEB2CC 28060000 00072003 41636374 204FEE0d OE0A0A0L

RADIUS DECODE PKT Tx
Co

er:
e ‘Accounting-Keeuest:

Tdent.ifie (033

Length .....ss A1

Authent.icator L0x4CEEAIBA 0GOC11FD 50850303 A3ER2CT

Attribute tgpe ..
Attribute length

Attribute value .
Attribute type ..
Attribute length

Attribute value
Attribute tupe ..,
Attribute length
Attribute value

\Fcct-Status-Tupe
I3

10x00000007
\Acct-Session-TD

W9
+0xd1636374 204FEE
NAS-TP-Address

Manager Al-1> enable portaiths
RADIUS vaw PKT Tx: Servers
04330029 4CEERIZA 0E0CILFD S0B5CI08 4AZEBE2CC 28060000 00072008 41636374 20dFEE04 OE0A0AOL

RADIUS DECODE PKT Tx: Servers
Cote  cevvrresscannicoasd Aecounting—Resuest,
Identifier 0x33

Length ...

Authent.icator

Attribute tupe ..

Attribute Length

Attribute value .

Attribute tupe ..

Attribute length

Attribute valus .

Attribute tape ..

Attribute length K

ALtribute valus ooy evase

a1
“0xdCSER9EA 0GOC11FD S0B5C309 4A7EB2CC
“fcet-Status-Tups

G

10x00000007
‘Acot-Session-TD
9

:0x41636374 204FBE
NRS-IP-Address
B

Manager AL-1> enable portauth=8021x
Info (1118057): 802,1% has been enabled,
Manager AL-1> enable portath=B021x port=16 tupe=authenticator

rediusAM_ogOFf  SI16 loggedDFF 0
Info (1118003): Dperation successful.

Marager Al-1> 0 j

Ready [Telnet 49, 15 |SORows, 132Cols w100 | UM g
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EBiaglarurken:
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W Bu sunuculara baglan:

Givenilen Kak Sertifika Yetkilleri:

D Securefet CA Rook ﬂ
O securenet CA 5GC Root

O securesion RootCal

O securesign RookCaz

O secureSign RookCas =l
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D SERNICIOS DE CERTIFICACION - ALM.C. _Ij
4| |

[~ Yeni sunuculara veya givenilen sertifika yetkililerine yetki
werirken kullanicrea sorma.

Kimlik. Dogrulama Yantemi Seg:

ISecured password (EAP-MSCHAP v2) j Yapilandt. .. |
™ Hizl ¥eniden Badlanmayi Exkinlagtir
Tarnarn I Iptal |

Wireless access points are configured as follows:

LINKSYS®

A Division of Cisco Systems, inc.

Wireless

Wireless

s | Wir

Wireless Security

Security Mocde: WPA-Enterprize VI

Encryption: THIP

RADILS Server:

RADIUS Port: 1812

Shared Secret.

Hey Renewal: 300 saconds

Save Settings

Client side settings are done as follows:

-4 Yerel Aj Badlantisi 8 Dzellikleri el |

Genel  Eimlik Dogrulama |Geli§mi§|

Ethernet aglannda kimlik dogrulamal ag erigimi igin bu segenedi
izaretleyin.

[+ Bu ag igin IEEE 802.1x kimlik dogrulamasin stkinlegti

EAP Tiiri:

Ozellikler |

[+ Bilgizayar bilgisi kullanilabilic oldugunda bilgizayar olarak kirnlik
dogrulamas pap

[ Kullamz va da bilgizavar bilgisi kullamlabilic olmadiinda kimlik
dogrulamasin konuk olarak yap

Tamarm I iptal

5. RESULTS

The implemented system supports advanced
authentication, authorization and accounting features.
When a user wants to connect to a network, switch
takes its request and relays this request to the radius
server. Radius server asks for an identity for the user.
If the user successfully introduces himself to the
system, he can get access to the network. While he is
getting access to the network, in the server side radius
specifies the wuser’s access rights and logs the
accounting information about the user. When user
logs out from the network, a logout request is sent to
server and server can estimate the duration of the
session. Furthermore, according to user profile radius
server sets user’s IP address and VLAN settings. So,
user can always get the same IP address and VLAN
settings regardless of the connection location. It
provides mobility for the system users. Wherever he
connects to the network, access rights do not change.
With the help of using the same user database, users
can login into the system with a unique username and
a password. Either it is the easiest way for users to
remember and keep these information or it is quite
useful for the system administrators. In order to
change user information or add a user to the system
can be executed by only one step. Older systems
generally cannot deal with a large number of users
with distinct authentication information. This requires
more storage than many embedded systems possess.
This system requires less system resources.

In the further stages of the project, TACACS+
protocols shall be considered. TACACS+ encrypts all
of the packets and it uses TCP protocol. Radius



encrypts only the important attributes of the packet
like password and it uses UDP protocol.

But nowadays, it is not standardized for all
authentication requirements. TACACS+ is developed
by Cisco and other vendors do not support this
protocol yet. Cisco is still working on the TACACS+
to supply RFC requirements.

After the TACACS+ is supported by all vendors and
required specifications are achieved, this protocol can
be adapted to current project.
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