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ABSTRACT

DISTRIBUTED SEARCH ARCHITECTURE

The Internet is growing quite rapidly and using a web search engine has become a must for users seeking information. The most widely used search engine Google claims that they have a coverage of more than three billion pages. As the web size grows, huge computational requirements, latencies for updates of page indexes and bandwidth needs for crawlers are introduced.

In this thesis, we represent a new way of information retrieval for search engines by the use of distributed search architecture (DSA). Instead of using centralized spider or agent architecture, our indexer modules work on the local web servers where they traverse the web pages, parse and score the keywords related to these documents and build up the meta data for the pages of that web site. Later, with a specified module to module protocol they send meta data to the DSA server modules. We believe that our distributed approach offers several advantages such as minimized bandwidth usage, scalability and faster page index updates.

ÖZET

DAĞITIK ARAMA MİMARİSİ
Internet hızlı bir şekilde büyüyor ve bilgi arayan kullanıcıların bir ağ arama motoru kullanması zorunluluk haline geldi. En yaygın kullanımı olan Google arama motoru üç milyardan fazla sayfa kapsadığını iddia ediyor. Ağ büyüdükçe, büyük hesaplama ihtiyaçları, sayfa dizinlerinin güncellenmesinde gecikmeler ve ağ gezicileri için bant genişliği ihtiyaçları ile karşılaşıyoruz.

Bu tezde, arama motorları için dağıtık arama mimarisi (DSA) ile yeni bir bilgi getirme yöntemi sunuyoruz. Merkezi örümcek veya ajan mimarisi yerine dizinleme modullerimiz yerel ağ sunucuları üzerinde çalışıyorlar, ağ sayfalarını çekiyor, dökümanlarla ilişkili anahtar sözcükleri ağ sunucusu tarafında parçalayıp puanlıyor ve o sitenin sayfalarının özet bilgilerini oluşturuyorlar. Daha sonra, özel bir moduller arası protokol ile bu özet bilgiyi sunucu modullerine gönderiyorlar. Dağıtık yaklaşımımızın indirgenmiş bant genişliği kullanımı, ölçeklenebilirlik ve daha hızlı sayfa dizini güncellemeleri konularında bir takım avantajlar getireceğine inanıyoruz.
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1.   INTRODUCTION

The Internet revolution has made a wealth of information resources available for direct and easy access on the user's desktop. However, finding appropriate information has become a significant problem for many users. 

With the development of world wide web, searching in web pages has attracted great research interest. The big challenge to locate information in such a huge data source has resulted in the most popular application of the Internet, search engines.

Current search engines allow users to locate information of interest and online centralized catalogs (often called portals) such as Yahoo [1] provide more relevant and well-organized information.

Search engines operate on huge databases and carry out a keyword search. Recall is poor; no database covers the entire WWW. As a result, you are offered a pile of page references, which, for a major percentage, are not what you would expect to be an intelligent answer to your search request and the accuracy of the results is low [2].

Every day millions of new web pages are being downloaded and indexed by hundreds of search engine spiders or agents. All these spiders come up with meta data that are stored in their local databases and that are later searched by clients in order to find web pages of interest to them. These spiders are centralized and all the operations of parsing, link extracting, stemming, ranking and storing tasks are performed on the main servers of these search engines.

It is emerging that it is very difficult for the major search engines to provide a comprehensive and up-to-date search service of the Web. A page whose content is changed, added or deleted can be realized by traditional centralized search engines in weeks or months duration according to the reindex frequency of a search engine. When you think that Google has indexed more than three billion pages [3], it would be nearly impossible to realize this change in hours. Neither bandwidth, nor current processors can cope with such small latency.

Since centralized search modules are local, this results in bandwidth and processing overhead due to crawling of changed pages and the updating of their records in databases. In our thesis, we propose a distributed search architecture to resolve these problems. We propose local search modules that can be optionally embedded into Apache web server distributions and installed on web hosting server systems.

1.1.   Contribution of Thesis

Our distributed architecture model DSA may overcome some problems and difficulties that exist in traditional search engines. Incremental indexing is used to overcome the update problem of traditional search engines. To achieve this task, the server modules are notified by client modules about the updates, deletions and the additions of web pages. The client modules are either triggered by the web site administrator or run on a scheduled basis, so the DSA search engine will always hold the latest and full index of a site.

By these distributed modules, high load traffic generated by traditional search engine agents is greatly lowered. The traffic includes only compressed meta data of the module communication instead of the whole web page. This also reduces the huge bandwidth needs for the search engine servers for indexing the world wide web.

Computing is also distributed. Instead of huge server systems that download, extract, parse, stem and rank web pages as in centralized search engines, the main requirement for DSA is the database storage system to keep the web page indexes and run search queries. Extensive computations such as extracting, parsing and scoring is done on the client side by the client modules on the hosting servers of web sites which provide scalability.

Offline web page or document searching is also applicable in DSA system. In today’s centralized search engines (like Google or AltaVista) offline searching is not available because of the fact that you cannot index the pages that you cannot access. In our model, this feature can be activated by configuring client modules to index offline paths that are only stored but not served by the web servers.

Another contribution we bring is our document analysis and keyword scoring technique. In DSA, client modules perform web page content parsing and score keywords according to their style of writing, position in the document and existence in title, description and citations. Also, word stemming in English and Turkish languages is performed on the server side, to list more relevant results to users of this search engine.

DSA model also overcomes index update latency problem against additions, deletions and updates in web sites which is a bottleneck in centralized search engines. By its configurable architecture, search engine server system does not need to revisit web sites from its center system to achieve this task. On the contrary, client modules run on web hosting systems watch out for changes in their local system.

DSA model also addresses security issues. Within the module to module protocol between client and server modules, there is a built-in security mechanism to prevent other programs or intruders to talk with the server or client modules.

Client modules of this system are available from the DSA home page after subscription where users can download necessary client module software and configuration files to install and run their client module on their web hosting servers to add their sites to the DSA search engine.

1.2.   Outline of Thesis

The outline of this thesis is as follows. In Chapter 2, the related work about our thesis subject is presented. In Chapter 3, architecture of DSA system is explained. Detailed explanations of distributed architecture, client and server modules, communication protocol used, software components, data structures, packages and installation of the system are presented extensively in this chapter. In Chapter 4, we compare our distributed architecture with traditional centralized structure and list advantages and disadvantages of these systems. In Chapter 5, we list the results and statistics produced by our proof of concept implementation. We also present data size measurements from our prototype system on several search result examples. In Chapter 6, conclusion of DSA model is discussed and future improvements that can be done for this system are presented.

2.   RELATED WORK

2.1.   Overview of Search Engines

The search engines scan the Internet by using web robots (or called spiders or information retrieval agents) which request and store each document (web page) locally. These pages are either scanned online or as batch jobs in the background and then indexed and these indexes are stored in huge and hard to maintain databases [4, 5, 6]. Page indexes are created by statistically analyzing the pages for keywords by word or phrase occurrences, frequencies, display styles and by using keyword lexicons [4, 7, 8]. Additionally, almost every search service offer manually indexed pages and categories called directories.

All search engines differ in several characteristics [9] such as crawler behavior, indexing and search facilities:

·  All search engines cover different parts of web. They differ in both extent and extension. Thus, crawler scope in general corresponds to the information retrieval term of recall.

·  Upon entering a site crawlers scan and retrieve the site with different depth restrictions. Some may go as deep as it can, some may have depth constraints defined by a number, say 10 levels deep.

·  In order to generate up to date search index, the index must be recompiled frequently, so the web must be rescanned for deletions, additions and updates.

·  Indexing method can be either manual or automatic.

·  The more sophisticated indexing strategies gets, the more likely it is to improve precision and relevance. Documents can be indexed by frequent words and phrases (except stop words), keywords from a lexicon or by a detailed document analysis to find the rank of keywords most related to that document.

·  Process of indexing is time consuming and indexing speed varies. For example AltaVista indexes a url in about six weeks after a url has been found by a crawler and actually listed in the database index.

·  The query languages used in search engines vary from simple strings, logic operators and n-gram based “near” expressions.

When a high level comparison is done among the popular search engines, Google [3] incorporates an innovative ranking algorithm in result page ranking. It provides relatively more relevant, high quality result pages than others because of this ranking mechanism looking web as a connected graph and contributing page citations into the task of ranking search results [8]. AltaVista has a large data collection. Northernlight is better at serving queries on academia and business topics. Infoseek distinguishes itself by searching within the results feature with an improved ranking mechanism where other search engines also serve with just logical operations.

Before the Internet was born, information retrieval was just index searching. For example, searching authors, title and subjects in library card catalogs or computers. Today, among other things, information retrieval includes modeling, document classification and categorization, systems architecture, user interfaces, data visualization, filtering and languages [10, 11]. Information retrieval deals with the representation, storage and organization of information items [6].

Web information retrieval does not resemble other information retrieval systems with the following reasons [4]:

·  Google announces that it has a database of size over 3 billion pages. So the bulk size of the Internet is very huge.

·  The Internet is changing every day in a very dynamic fashion.

·  The Internet shows heterogeneity, that it contains a wide variety of document types such as pictures, audio files, text and scripts.

·  The variety of languages in web pages is over 100.

·  Duplication is another important characteristic of the web. Almost 30 per cent of web pages are duplicates.

·  High linkage exists in the Internet. Each document averagely has more than eight links to other pages.

·  Web information retrieval techniques are required to answer short and not precise queries from the Internet users.

·  There is a wide variance of users. Each web user varies widely in their needs, expectations and knowledge.

·  Users show specific behavior. It is estimated that nearly 85 per cent of users only look at the first screen of the returned results from search engines. 78 per cent of users never modify their first query.

It is obvious that the search engines have to deal with these mentioned items and adopt their information retrieval techniques.

2.1.1.   Meta Search Engines

The deficiencies of simple search engines are tackled by meta search engines. Meta search engines (e.g. MetaCrawler) forward the search request to many different search engines simultaneously and integrate the search results into one result list [9]. Collecting search results from several search engines increases coverage and precision is increased via integration over multiple rankings delivered by the utilized search engines.

This straightforward architecture is time critical so the result must be presented very quickly. Thus for the sake of real-time responses, precision is much lower than it could be. But still, meta search overcomes some problems of stand alone search engines such as refresh frequency, coverage, high bandwidth requirements and hard to maintain databases.

2.1.2.   Centralized Search Engines

In centralized search engines, crawlers or agents request web pages one by one or in a threaded fashion from the local system of search engine system. They usually use automated or human interacted web page address queues. They crawl, download the whole page, parse for other page links to be queued, parse words inside the content, stem and score these words using a relevance scoring algorithm and store them in search engine database in their local system. All these processing are done on the search engine system side and this is why they are called centralized search engines.

Domains or pages to be visited are either added to the crawler queue by web site administrators or owners, like in AltaVista, or are found automatically from citations in already indexed web sites like in Google [7]. Nowadays, most search engines request a fee to add your site to their indexes and to show your results in the higher ranks. On the other hand, Google just honors other pages’ citations to your site while indexing and showing results if your content is relevant to the searched keywords and the more other sites give link to your page on the Internet, the higher the rank your page gets in the search results.

Besides general purpose centralized search engines, researches are done on information retrieval on user generated topics [12]. In [13], research on retrieving biomedical information whose relevance is accessed using genetic expertise is presented. 

2.2.   Search Engine Structure

Search engines traditionally consist of three components. These are the crawler, the indexing software and the search and ranking software.

2.2.1.   Crawler

A crawler is a program that automatically scans various web sites and collects web documents from them [14]. Crawlers follow the links on a site to find other relevant pages. Two search algorithms; breadth first searches and depth first searches are widely used by crawlers to traverse the web. The crawler views the web as a graph; with the nodes being the objects located at uniform resource locators (urls). The objects could be http (hypertext transfer protocols), ftp (file transfer protocols), mailto (e-mail), news and etc. Crawlers also return to sites periodically to look for changes. To speed up the collection of web documents, several crawlers are usually sent to traverse the web at the same time. 

2.2.2.   Indexing Software

Automatic indexing is the process of algorithmically examining information items to build a data structure that can be quickly searched [14]. Filtering is one of the most important pre-process for indexing [15]. Filtering is a typical transformation in information retrieval, for example to reduce the size of a document or standardize it to simplify searching. 

Traditional search engines utilize the following information, provided by html files, to locate the desired web pages: Page content provides the most accurate and full text information. However, it is also the least used type of information since context extraction is still far less practical. Page descriptions can either be constructed from the metatags or submitted by webmasters or reviewers. A metatag is an html tag that provides information about a web page. Hyperlinks contain high quality semantic clues to a page’s topic. A hyperlink to a page represents an implicit endorsement of the page being pointed to [16]. Keywords can be extracted from full text documents or metatags. The title tag, which is only valid in a head section, defines the title of an html document. Emphasized text is usually given a different font to highlight its importance. The first sentence of a document is also likely to give crucial information related to the document.

2.2.3.   Search and Ranking Software

Query processing is the activity of analyzing a query and comparing it to indexes to find relevant items. A user enters a keyword (or keywords along with boolean modifiers, such as “and”, “or” or “not”) into a search engine, which then scans indexed web pages for the keywords. To determine in which order to display pages to the user, the engine uses an algorithm to rank sites that contain the keywords. For example, the engine may count the number of times the keyword appears on a page. To save time and space, the engine may only look for keywords in metatags. Unlike most html tags, metatags do not affect a document’s appearance. Instead, they include such information as a web page’s contents and some relevant keywords. 

2.3.   Anatomy of a Search Engine

In this section, we describe the structure and anatomy of the most popular search engine, Google [3]. It is seen that amount of information on the web is growing rapidly, as well as the number of new users inexperienced in the art of web research. People are likely to surf the web using its link graph, often starting with high quality human maintained indices such as Yahoo or with search engines. Human maintained lists cover popular topics effectively but are subjective, expensive to build and maintain, slow to improve and cannot cover all topics. Automated search engines that rely on keyword matching usually return too many low quality matches. Today’s search engines should be able to crawl and index web efficiently and should return satisfying search results which are very relevant to the search question keywords. They should take advantage of the structure of hypertext; HTML. Also they should be very scalable. Google is a very successful example of a search engine dealing with these issues.

2.3.1.   Scalability

Today’s search engines should be dealing with these scalability issues. Fast crawling technology is needed to gather the web documents and keep them up to date. Storage space must be used efficiently to store indices and, optionally, the documents themselves. The indexing system must process hundreds of gigabytes of data efficiently. Queries must be handled quickly, at a rate of hundreds to thousands per second. These tasks are becoming increasingly difficult as the Web grows. However, hardware performance and cost have improved dramatically to partially offset the difficulty. In design of Google both rate of growth of the web and technology changes are considered. It is designed to scale well to large data sets and make efficient use of storage to store its index as well as its data structures. These properties lead to a scalable search engine system.

2.3.2.   Design Goals of Google

Its main goal is to improve quality of web search engines. People tend to look at just the few tens of results of their search query, so one of its goals is to bring relevant results which have high precision in top tens of its returns. The use of hypertextual information can help to improve search and other applications. Link structure and link text provides lots of information for returning relevant results and query filtering.

Another important design goal is to build systems that can actually be used by reasonable number of people. Usage is important because, most interesting research will involve leveraging the vast amount of usage data that is available from modern web systems. For example, there are many tens of millions of searches performed every day. However, it is very difficult to get this data, mainly because it is considered commercially valuable.

Google also supports novel research uses, so it stores all its crawl data, which are the actual documents in compressed form. So, other researchers are able to make experiments and improve their own search engine systems [7]. Google opened its research and development labs, inviting commentary from the public and has made a contest named as “2002 Google Programming Content” where the first prize went to Daniel Egnor from New York, who created a geographic search program that enables users to search web pages within a specified geographic search area.

2.3.3.   PageRank Algorithm

Google uses an algorithm called PageRank [8] which uses the link structure of the web to rank the pages and produce high relevant results. The citation (link) graph of the web is an important resource that has largely gone unused in existing web search engines. In Google they have created maps containing as many as 518 million of these hyperlinks, a significant sample of the total. These maps allow rapid calculation of a web page’s PageRank, an objective measure of its citation importance that corresponds well with people’s subjective idea of importance. Because of this correspondence, PageRank is an excellent way to prioritize the results of web keyword searches. For most popular subjects, a simple text matching search that is restricted to web page titles performs admirably when PageRank prioritizes the results.

PageRank can be thought of as a model of user behavior. There is a “random surfer” who is given a web page at random and keeps clicking on links, never hitting “back” but eventually gets bored and starts on another random page. The probability that the random surfer visits a page is its PageRank.

Another intuitive justification is that a page can have a high PageRank if there are many pages that point to it, or if there are some pages that point to it and have a high PageRank. Intuitively, pages that are well cited from many places around the web are worth looking at. Also, pages that have perhaps only one citation from something like the Yahoo homepage are also generally worth looking at. If a page was not high quality, or was a broken link, it is quite likely that Yahoo’s homepage would not link to it. PageRank handles both these cases and everything in between by recursively propagating weights through the link structure of the web.

The text of links is treated in a special way. Most search engines associate the text of a link with the page that the link is on. In addition, this is associated with the page the link points to. This has several advantages. First, anchors often provide more accurate descriptions of web pages than the pages themselves. Second, anchors may exist for documents that cannot be indexed by a text-based search engine, such as images, programs, flash sites, java applet pages and databases. This makes it possible to return web pages which have not actually been crawled.

2.3.4.   Anatomy of Google

In Google, the web crawling (downloading of web pages) is done by several distributed crawlers [4, 7]. There is a url server that sends lists of urls to be fetched to the crawlers. The web pages that are fetched are then sent to the storeserver. The storeserver then compresses and stores the web pages into a repository. Every web page has an associated id number called a docid which is assigned whenever a new url is parsed out of a web page. The indexing function is performed by the indexer and the sorter. The indexer performs a number of functions. It reads the repository, decompresses the documents and parses them. Each document is converted into a set of word occurrences called hits. The hits record the word, position in document, an approximation of font size and capitalization. The indexer distributes these hits into a set of “barrels”, creating a partially sorted forward index. The indexer performs another important function. It parses out all the links in every web page and stores important information about them in an anchors file. This file contains enough information to determine where each link points from and to the text of the link.

The url resolver reads the anchors file and converts relative urls into absolute urls and in turn into docids. It puts the anchor text into the forward index, associated with the docid that the anchor points to. It also generates a database of links which are pairs of docids. The links database is used to compute PageRank’s for all the documents.

The sorter takes the barrels, which are sorted by docid and re-sorts them by wordid to generate the inverted index. This is done in place so that little temporary space is needed for this operation. The sorter also produces a list of wordids and offsets into the inverted index. A program called “dumplexicon” takes this list together with the lexicon produced by the indexer and generates a new lexicon to be used by the searcher. The searcher is run by a web server and uses the lexicon built by dumplexicon together with the inverted index and the PageRank’s to answer queries.

2.3.5.   Searching

The goal of searching is to provide quality search results efficiently. It first parses the search query, converts words into wordids, seeks to the start of the doclist in the barrels for every word, then scans through the doclist until it finds all the search terms, computes the rank of that document for this query and sorts the ranks of these documents and display the results ten by ten.

Google maintains much more information about web documents than typical search engines. Every hitlist includes position, font and capitalization information. In order to rank a document with a single word query, Google looks at that document’s hit list for that word. It considers each hit to be one of several different types (title, anchor, url, plain text large font, plain text small font), each of which has its own type-weight. The type weights make up a vector indexed by type. Google counts the number of hits of each type in the hit list. Then every count is converted into a count weight. Count weights increase linearly with counts at first but quickly taper off so that more than a certain count will not help. By taking the dot product of the vector of count-weights with the vector of type weights to compute an information retrieval score for the document. Finally, the information retrieval score is combined with PageRank to give a final rank to the document.

2.3.6.   Evaluation

Google’s primary goal is to provide high quality search results with complex and efficient algorithms, including PageRank, hitlists, anchor text and proximity information. As it uses hypertextual information consisting of link structure and anchor text, proximity and font information helps increase a great deal of many queries in Google. It is seen that there is much to inherit Google’s crawling, indexing and storing techniques.

2.4.   Software Agents

Our thesis subject has close relationship to software agents and mobile agent environments. The definitions of agents, software agents, distributed agents, multi-agent systems and mobile agents of the agent family are given as follows [17]: An agent is a computational entity which 

·  acts on behalf of other entities in an autonomous fashion

·  performs its actions with some level of proactivity and/or reactiveness

·  exhibits some level of the key attributes of learning, co-operation and mobility.

Software agents are software systems that loosely conform to the above definition and can basically be described as inhabiting on computers and networks and assisting users with computer-based tasks.

The agent technologies are mainly used in areas such as workflow management, network management, air-traffic control, business process re-engineering, data mining, information retrieval/management, electronic commerce and education.

A mobile agent environment is a software system which is distributed over a network of heterogeneous computers. In this environment, mobile agents can communicate with each other either locally or remotely and the host service they are built on.

There are some advantages of using mobile agent environments:

·  Efficiency: Mobile agents consume fewer network resources since they move the computation to the data rather than the data to the computation.

·  Reduction of network traffic: Most communication protocols involve several interactions, especially when security measures are enabled. This causes a lot of network traffic. With mobile agents one can package up a conversation and ship it to a destination host where the interactions can take place locally.

·  Asynchronous autonomous interaction: Tasks can be encoded into mobile agents and then dispatched. The mobile agent can operate asynchronously and independent of the sending program. An example of this would be a mobile device dispatching an autonomous search agent onto the fixed network, disconnecting, then reconnecting some time later to collect the results of the search.

·  Dynamic adaptation: Related to the above topic, mobile agents have the ability to autonomously react to changes in their environment. However such changes must be transferred to mobile agents from the mobile agent environment.

·  Dealing with vast volumes of data: When vast volumes of data are stored at remote locations, for example in weather information systems, the processing of this data should be performed locally to the data, instead of transmitting it over a network. Inspiring from this fact, in this thesis, instead of migrating the whole HTML text of a web page, just the meta data which is produced by the local agents is sent to the server agents.

·  Robustness and fault tolerance: The ability of mobile agents to react dynamically to adverse situations makes it easier to build fault tolerant behavior, especially in a highly distributed system.

2.5.   Grid Computing

We can define grid as a type of parallel and distributed system that enables the sharing, selection and aggregation of resources distributed across “multiple” administrative domains based on their (resources) availability, capability, performance, cost and users’ quality-of-service requirements.

Our distributed search architecture platform is an example of grid computing. Our platform inherits some properties from grids such as resource and data sharing, authentication mechanisms and communication protocols.

Grid computing allows coupling geographically distributed resources and offers consistent and inexpensive access to resources irrespective of their physical location or access point [18]. It enables sharing, selection and aggregation of a wide variety of geographically distributed computational resources (such as supercomputers, computer clusters, storage systems, data sources, instruments, people) which allows them to be used as a single, unified resource for solving large-scale problems [19].

In the past few years, technologies have been developed for grid computing that include security solutions that support management of credentials and policies, resource management services that support secure remote access to data and computing resources and molecular biology areas [18]. Lately, Google has also developed a desktop application that carries out computations during the idle times of Google toolbar client computers and sends the results obtained to its servers [20]. 

3.   Architecture of DSA

The components of the distributed search engine DSA include the distributed architecture, software components, security and performance issues and installation of DSA.

3.1.   Distributed Architecture

There are three parts that make up the distributed architecture of DSA: Client modules, server modules and the communication protocol.

In the distributed search engine system DSA, client and server module software are implemented in Perl [21] programming language and use http protocol during communication. Server modules are executed by Apache Web Server [22] with the trigger of http requests by the client modules to this http server. Client modules send client data and wait for the response from the server module.

In Figure 3.1 client module sends an http request containing meta data packets to the http server of DSA system. The server forks a server module passing request parameters. Server module sends http response back to the calling module after processing the packets.









Figure 3.1. Data flow of DSA

3.1.1.   Client Modules

Client modules are located and executed on the web servers or ISP’s hosting systems. They basically crawl the web site, download and parse the web pages through the site, score the keywords according to the parsing and scoring constraints and send the index data of each web document to the server module.

Clients have unique client ids that identify them to the server module. They have their own system configuration parameters and user (or web site administrator) configuration parameters.

3.1.1.1.   System Configuration Parameters. System configuration parameters shown in Table 3.1 refer to distributed search engine platform parameters, i.e. client id; a 32 bytes long string identifying the unique client module, constants for parsers, indexers and crawlers; telling how to crawl the intended web site, parse the content and aggregate the index data for the web pages or documents in the web site, the url of the server module and timeout value for sending and requesting data. 

These parameters are stored locally encrypted and are only readable by the client modules during the processing of web site documents. In Table 3.2 example settings of DSA prototype are listed. How the client modules use these parameters in Table 3.1 and Table 3.2 will be explained in Section 3.2.

3.1.1.2.   User Configuration Parameters. User configuration parameters listed in Table 3.3 give flexibility to the web site administrator, to control how the crawler should behave during client module processing. 

These parameters include web page url to start with crawling, number of pages the client module should process, denied page extensions that will not be crawled. How the client modules use these parameters will be explained in Section 3.2.

Table 3.1. Client system configuration parameters

	Parameter Name
	Description

	Client ID
	Unique DSA Client identifier

	Is Meta Zipped
	Flag for indicating compression option

	Server Module Url
	Address of server module to communicate

	Timeout
	Timeout value to wait for response from server module

	Max Visit Oldness
	Minimum required time for revisits in seconds

	Field Multiplier 1
	Score multiplier for page description

	Field Multiplier 2
	Score multiplier for meta keywords

	Field Multiplier 3
	Score multiplier for bold words

	Field Multiplier 4
	Score multiplier for italic words

	Field Multiplier 5
	Score multiplier for heading words

	Field Multiplier 6
	Score multiplier for words written in paragraph and newline beginnings

	Field Multiplier 7
	Score multiplier for parent link’s citation text words

	Field Multiplier 8
	Score multiplier for title and url text words

	Field Multiplier 9
	Score multiplier for all content words

	Key Count 100
	Percentage of the number of keywords to be sent to server when word count of page is up to 100

	Key Count 500
	Percentage of the number of keywords to be sent to server when word count of page is up to 500

	Key Count 1000
	Percentage of the number of keywords to be sent to server when word count of page is up to 1000

	Key Count 5000
	Percentage of the number of keywords to be sent to server when word count of page is up to 5000

	Key Count Over
	Percentage of the number of keywords to be sent to server when word count of page is over 5000


In Table 3.4 example settings for the client user configuration file of the DSA prototype are listed. According to these values, the client module should index the pages in “boun.edu.tr” domain, starting from the address “http://www.boun.edu.tr/” up to 1000 links, not transform any url to lowercase, strip out text inside html option boxes and not index web pages with addresses containing “php” or “swf” extensions. 

3.1.1.3.   Scheduling of Client Modules. Client modules are run on defined intervals and times by the operating system’s scheduling processes. It is under control of the client user to set the frequency of revisits to his web site.

Table 3.2. Example client system configuration file

	Parameter Name
	Value

	Client ID
	ABCDEFGHABCDEFGHABCDEFGHABCDEFGH

	Is Meta Zipped
	1

	Server Module Url
	http://dsa-engine.com/tez/server_module.pl

	Timeout
	90

	Max Visit Oldness
	86400

	Field Multiplier 1
	10

	Field Multiplier 2
	2

	Field Multiplier 3
	10

	Field Multiplier 4
	11

	Field Multiplier 5
	16

	Field Multiplier 6
	7

	Field Multiplier 7
	40

	Field Multiplier 8
	18

	Field Multiplier 9
	1

	Key Count 100
	1

	Key Count 500
	0.7

	Key Count 1000
	0.45

	Key Count 5000
	0.25

	Key Count Over
	0.15


Table 3.3. Client user configuration parameters

	Parameter Name
	Description

	Start Url
	Url to start crawling the client domain

	Domain Constraint
	Expression set for the crawler, to filter web page url domains for parsing. For example, when this expression is set as “boun.edu.tr”, the crawler downloads all pages with urls containing “boun.edu.tr” in url domain field

	Translate Lowercase
	Flag for transforming url text to lowercase. Crawler changes links to lowercase if this flag is set to 1

	Max Link Count
	Maximum number of pages to be crawled

	Strip Select
	Flag for stripping off select fields in html text of a page. Used by parser to exclude html select tags.

	Denied Extensions
	Extensions filter for crawler to exclude, separated by space


Table 3.4. Example client user configuration file

	Parameter Name
	Value

	Start Url
	http://www.boun.edu.tr

	Domain Constraint
	boun.edu.tr

	Translate Lowercase
	0

	Max Link Count
	1000

	Strip Select
	1

	Denied Extensions
	.php .swf


3.1.2.   Server Modules

Server modules operate on the server or servers of the distributed search engine. They do not download the web documents like traditional centralized search engines. On the contrary, they are triggered by client modules. Client modules first are authenticated and then the protocol of DSA begins.


Figure 3.2. Cases of server module control responses

Server modules retrieve and store web page definitions, information and the index data from the client modules. After storing these data, they reply to the requesting client module in three ways as shown in Figure 3.2. 

In “case 1”, client module sends meta data to server and server module after processing, responses to proceed with next page. In the “case 2”, server module, because of system load, sends stop response. In third case, because of an uncatched exception, false authentication or a database problem, server module reports client module about the error.


Figure 3.3. Communication architecture of DSA

3.1.3.   The Communication Protocol of DSA

In Figure 3.3 the workflow of DSA and the related communication protocol between client and server modules are shown. There are three main phases of this communication which are explained in Subsections 3.1.3.1, 3.1.3.2 and 3.1.3.3 in more detail. 

In first phase, authentication is established between two parties of DSA. Next, client module starts crawling the web site page by page, builds and uploads meta data to server module. The response of the server module forms the last phase of communication protocol. Second and third phases recur until the server module either tells client module to stop or the client module reaches maximum link count or the whole web site is traversed.

3.1.3.1.   Authentication. Communication protocol between client and server modules in DSA, rely on the client identification and authentication. Each client module crawls and parses its web site set by the client system configuration parameters which are also checked by server modules from the server database.

In Figure 3.4 the authentication phase is shown. Here, the client module sends its client id to server and requests for authentication. Server module first checks server load by monitoring the number of server processes. If this number is greater than a system defined threshold value, it responses the connected client module to stop. At this stage, client module waits for a timeout value and retries the authentication request. 

Server module then checks client id and if access can be given, generates a random authentication id and sends it back to the requesting client module. This is called session authentication id and is valid for a timeout value. 

Client module uses this authentication id in the following steps of the communication and generates the session key, which is also generated by the server module that will be used in encrypting the data sent from client to server and decrypting data received by server. The same key is used in both encryption and decryption.


Figure 3.4. Communication of client and server during authentication

3.1.3.2.   Uploading of Meta Data File. After authentication phase, client module crawls web pages in the web site, following the links with site domain, collects information about each page, parses the content of html document, scores the keywords from the content according to relevance computing constraints, forms the index of document and packages the index called word weight capsules (WWC) and the information of web page [7, 24] as shown in Figure 3.5. This package is called meta data of the web page.

After this step, client process compresses and encrypts meta data package to form temporary meta data file. For compression and encryption third party Zlib [25] and CBC-Blowfish Perl modules [26] are used. Meta data file is posted by client module with client id and authentication id to server module by http file upload method. When client module requests to post the binary package file, DSA web server loads and executes the server module to response for meta data file.


Figure 3.5. Building and uploading meta data file from client to server

3.1.3.3.   Response of Meta Data Processing. 
In the third phase of the protocol, server module receives the request, checks client id and authentication id with its records. If this is a granted client, the process decrypts, decompresses and splits the uploaded meta data package into page information and word weight capsules as shown in Figure 3.6. 

Server module stems word bodies, recalculates word weights and stores the web page information and scored keyword index in DSA database. After this step, server system either tells client module to go on with the next page in its web site, or stop, or reports an error. According to this response, client module takes its action and logs the communication result. 


Figure 3.6. Response of server module after meta data processing

3.2.   Software Components

Software components of DSA platform are crawling, incremental indexing, parsing, scoring, compression, security, communication, stemming, storing, searching, listing and client configuration components. In Table 3.5 shows which components are used in the client modules, server modules and the search interface of DSA. In the following subsections functionalities of each component are explained in detail.

Table 3.5. Software components of DSA and their usage areas

	Component
	Client Module
	Server Module
	Search Interface

	Crawler
	Yes
	
	

	Incremental Indexer
	Yes
	
	

	Parser
	Yes
	
	

	Scorer
	Yes
	
	

	Compression
	Yes
	Yes
	

	Security
	Yes
	Yes
	

	Communication
	Yes
	Yes
	

	Stemmer
	
	Yes
	

	Storer
	
	Yes
	

	Searching
	
	
	Yes

	Listing
	
	
	Yes

	Client Configuration
	
	Yes
	

	DSA Client Subscription
	
	
	Yes


3.2.1.   Crawler Component

The tasks performed by crawler component which is used in client modules are traversing and downloading of the pages within the web site, extraction links from the page content, crawling of these links and the feeding of its crawler queue. Initially, crawler queue has only one url, which is the value of “start url” client user parameter. 

Within the execution of this component, a new url from crawler queue is fetched and deleted which is put into visited queue as shown in Figure 3.7. Visited queue holds addresses of pages that have been traversed. Next, this new url is downloaded and links within the content are parsed. New links which do not exist in visited queue are put into the crawler queue. 

Meanwhile, citation texts written on page links are added to parent citations data structure which is shown in Table 3.6. For each page, the page giving link to it and the text written on this link are hold in this data structure. After these steps, the content is passed to incremental indexing component which is described in Section 3.2.2.


Figure 3.7. Flow of crawler component

Table 3.6. Parent citation data structure

	Field Name
	Description

	Url
	Url of the page queued

	Parent Link
	Url of currently crawled page

	Parent Citation Text
	Citation text written on this link


Table 3.7 lists the url, parent link and parent citation text words computed by the client module of DSA prototype for the home page of our department web site. Here, the remark “[IMG]” stands for image link.

Table 3.7. Parent citations of “www.cmpe.boun.edu.tr”

	URL
	Parent Link
	Parent Citation Text

	http://www.cmpe.boun.edu.tr/graduate/index.php
	http://www.cmpe.boun.edu.tr/
	Graduate Program:

	http://www.cmpe.boun.edu.tr/graduate/
	http://www.cmpe.boun.edu.tr/
	[IMG]

	http://www.cmpe.boun.edu.tr/admission/graduate.php
	http://www.cmpe.boun.edu.tr/
	Graduate Admission

	http://www.cmpe.boun.edu.tr/undergrad/information.php
	http://www.cmpe.boun.edu.tr/
	Information

	http://www.cmpe.boun.edu.tr/graduate/desciptions.php
	http://www.cmpe.boun.edu.tr/
	Course Descriptions

	http://www.cmpe.boun.edu.tr/undergrad/courselist.php
	http://www.cmpe.boun.edu.tr/
	Course List

	http://www.cmpe.boun.edu.tr/graduate/ms_theses.php
	http://www.cmpe.boun.edu.tr/
	MS Degrees Granted

	http://www.cmpe.boun.edu.tr/graduate/ms_info.php
	http://www.cmpe.boun.edu.tr/
	MS Information

	http://www.cmpe.boun.edu.tr/people/support_personnel.php
	http://www.cmpe.boun.edu.tr/
	Support Personnel

	http://www.cmpe.boun.edu.tr/oldweb/
	http://www.cmpe.boun.edu.tr/
	Old CmpE-web

	http://www.cmpe.boun.edu.tr/~akin/robsem.html
	http://www.cmpe.boun.edu.tr/
	 Robotics Seminars

	http://www.cmpe.boun.edu.tr/research/index.php
	http://www.cmpe.boun.edu.tr/
	Research:

	http://www.cmpe.boun.edu.tr/people/alumni/index.php
	http://www.cmpe.boun.edu.tr/
	Alumni

	http://www.cmpe.boun.edu.tr/undergrad/transferfaq.php
	http://www.cmpe.boun.edu.tr/
	Transfer Applications FAQ

	http://www.cmpe.boun.edu.tr/graduate/phd_theses.php
	http://www.cmpe.boun.edu.tr/
	PhD Degrees Granted

	http://www.cmpe.boun.edu.tr/research/
	http://www.cmpe.boun.edu.tr/
	[IMG]

	http://www.cmpe.boun.edu.tr/people/faculty/index.php
	http://www.cmpe.boun.edu.tr/
	Faculty Members

	http://www.cmpe.boun.edu.tr/~otk/
	http://www.cmpe.boun.edu.tr/
	CmpE  Undergraduate Student Representatives

	http://www.cmpe.boun.edu.tr/people/index.php
	http://www.cmpe.boun.edu.tr/
	People:

	http://www.cmpe.boun.edu.tr/events/index.php
	http://www.cmpe.boun.edu.tr/
	Events:

	http://www.cmpe.boun.edu.tr/graduate/phd_info.php
	http://www.cmpe.boun.edu.tr/
	PhD Information

	http://www.cmpe.boun.edu.tr/undergrad/training/index.php
	http://www.cmpe.boun.edu.tr/
	Summer Training

	http://www.cmpe.boun.edu.tr/sitemap.php
	http://www.cmpe.boun.edu.tr/
	[IMG]

	http://www.cmpe.boun.edu.tr/graduate/courselist.php
	http://www.cmpe.boun.edu.tr/
	Course List

	http://www.cmpe.boun.edu.tr/people/
	http://www.cmpe.boun.edu.tr/
	[IMG]

	http://www.cmpe.boun.edu.tr/admission/index.php
	http://www.cmpe.boun.edu.tr/
	Admission:

	http://www.cmpe.boun.edu.tr/people/assistants/index.php
	http://www.cmpe.boun.edu.tr/
	Research Assistants

	http://www.cmpe.boun.edu.tr/undergrad/curriculum.php
	http://www.cmpe.boun.edu.tr/
	Curriculum

	http://www.cmpe.boun.edu.tr/admission/undergrad/
	http://www.cmpe.boun.edu.tr/
	Undergraduate Admission

	http://www.cmpe.boun.edu.tr/undergrad/descriptions.php
	http://www.cmpe.boun.edu.tr/
	Course Descriptions

	http://www.cmpe.boun.edu.tr/tr/
	http://www.cmpe.boun.edu.tr/
	Türkçe


Besides text links, crawler component recognizes pages with frames and follows JavaScript and web server redirects. Any time a new link is found, it checks if the domain of the url matches the domain constraint expression listed in Table 3.3. If a matching is found, this new link is added to crawler queue if it has not been visited before. For example, let the domain be “http://www.boun.edu.tr”, domain constraint be “boun.edu.tr” and url tested to be added to the crawler queue be “http://cmpe.boun.edu.tr/sitemap.htm”. This url can be added to crawler queue because domain section “cmpe.boun.edu.tr” matches domain constraint.

Other limitations for link addition to crawler queue are maximum page count and file extension filter parameters which are shown in Table 3.3. If the crawler component matches “denied extensions parameter” in the extension of a url, it does not feed this link to the crawler queue. 

Additionally, if the number of pages crawled has reached “maximum link count parameter” or there are no other links in crawler queue, crawler stops traversing the web site and the client module process ends. Examples of these parameters from a client module of DSA prototype are listed in Table 3.4.

When the home page of “www.cmpe.boun.edu.tr” is crawled by this prototype, the crawler queue shown in Table 3.8 is built by the crawler component.

3.2.2.   Incremental Indexer Component

The job of this component is to track pages visited within the web site and decide whether a page should be parsed, scored and its index should be sent to server. It stores this data in an encrypted file on the client side and every time meta data file is uploaded to server, this file is updated. It uses the data structure shown in Table 3.9 which holds url of the page, when it was last indexed and whether the index was successfully uploaded to server module.

“Last index date” field holds the time when the page was last visited, parsed and index was created. “Successfully uploaded flag” is set when the index is successfully uploaded to the server in the last visit.

Table 3.8. Crawler queue when home page of “www.cmpe.boun.edu.tr” is crawled

	Crawler Queue Page Addresses

	http://www.cmpe.boun.edu.tr/graduate/index.php

	http://www.cmpe.boun.edu.tr/graduate/

	http://www.cmpe.boun.edu.tr/admission/graduate.php

	http://www.cmpe.boun.edu.tr/undergrad/information.php

	http://www.cmpe.boun.edu.tr/graduate/desciptions.php

	http://www.cmpe.boun.edu.tr/undergrad/courselist.php

	http://www.cmpe.boun.edu.tr/graduate/ms_theses.php

	http://www.cmpe.boun.edu.tr/graduate/ms_info.php

	http://www.cmpe.boun.edu.tr/people/support_personnel.php

	http://www.cmpe.boun.edu.tr/oldweb/

	http://www.cmpe.boun.edu.tr/~akin/robsem.html

	http://www.cmpe.boun.edu.tr/people/alumni/index.php

	http://www.cmpe.boun.edu.tr/research/index.php

	http://www.cmpe.boun.edu.tr/undergrad/transferfaq.php

	http://www.cmpe.boun.edu.tr/graduate/phd_theses.php

	http://www.cmpe.boun.edu.tr/research/

	http://www.cmpe.boun.edu.tr/people/faculty/index.php

	http://www.cmpe.boun.edu.tr/~otk/

	http://www.cmpe.boun.edu.tr/people/index.php

	http://www.cmpe.boun.edu.tr/events/index.php

	http://www.cmpe.boun.edu.tr/graduate/phd_info.php

	http://www.cmpe.boun.edu.tr/undergrad/training/index.php

	http://www.cmpe.boun.edu.tr/sitemap.php

	http://www.cmpe.boun.edu.tr/graduate/courselist.php

	http://www.cmpe.boun.edu.tr/people/

	http://www.cmpe.boun.edu.tr/admission/index.php

	http://www.cmpe.boun.edu.tr/people/assistants/index.php

	http://www.cmpe.boun.edu.tr/undergrad/curriculum.php

	http://www.cmpe.boun.edu.tr/admission/undergrad/

	http://www.cmpe.boun.edu.tr/undergrad/descriptions.php

	http://www.cmpe.boun.edu.tr/tr/

	http://www.cmpe.boun.edu.tr/graduate/students/index.php

	http://www.cmpe.boun.edu.tr/links.php

	http://www.cmpe.boun.edu.tr/events/

	http://www.cmpe.boun.edu.tr/restricted/

	http://www.cmpe.boun.edu.tr/courses/

	http://www.cmpe.boun.edu.tr/pilab/

	http://www.cmpe.boun.edu.tr/people/students/index.php

	http://www.cmpe.boun.edu.tr/admission/

	http://www.cmpe.boun.edu.tr/undergrad/

	http://www.cmpe.boun.edu.tr/undergrad/index.php


Table 3.9. Data structure of incremental indexer component

	Field Name
	Description

	Url
	Url of the page

	Last Indexed Date
	Time when this page was last visited, parsed and index was created

	Successfully Uploaded
	Flag set if the index was successfully uploaded to the server in the last visit


Table 3.10 lists the incremental indexing data built after a client module of DSA prototype has indexed several pages in “cmpe.boun.edu.tr”.

Table 3.10. Incremental indexing data after crawling several pages

	URL
	Last Indexed
	Successfully Uploaded

	http://www.cmpe.boun.edu.tr/graduate/index.php
	11.12.2002 17:31
	1

	http://www.cmpe.boun.edu.tr/graduate/ms_info.php
	11.12.2002 17:44
	1

	http://www.cmpe.boun.edu.tr/people/support_personnel.php
	11.12.2002 17:45
	1

	http://www.cmpe.boun.edu.tr/graduate/
	11.12.2002 17:32
	1

	http://www.cmpe.boun.edu.tr/admission/graduate.php
	11.12.2002 17:32
	1

	http://www.cmpe.boun.edu.tr/undergrad/information.php
	11.12.2002 17:33
	1

	http://www.cmpe.boun.edu.tr/
	11.12.2002 17:31
	1


Whenever a web page is crawled and downloaded by crawler component, incremental indexing component reads this data structure built from the encrypted log file and searches to see if the index of this page was successfully uploaded during the last visit. 

If the page could not be uploaded or was never visited before (i.e. a new page) the incremental indexer component returns true and the client module proceeds to parse it. In other cases, it determines whether the difference between current timestamp and last index date is bigger than max visit oldness (see Table 3.2 for this system parameter) or not. 

If the result is true, then it determines whether the last modification date sent for this page from web server is bigger than the date of last indexing. If this is true, the page could have been changed, so client module executes parsing component to analyze the content. In other cases, the control returns to crawler component for further crawling. This incremental indexing algorithm is shown in Figure 3.8.


Figure 3.8. Flow of incremental indexing component

This component is also called when the crawling and parsing job for the whole web site is finished. In this case, it subtracts the set of urls stored in its site log file from all crawled page urls and finds the removed pages of web site from the result set. If it detects any removed pages, it sends these page urls to server module to remove the related records and index of these pages. In this way, the potential broken link problem of search engine database is fixed cheaply.

3.2.3.   Parser Component

After incremental indexer component decides to parse and build index of a web page, parser component analyzes content of the web page. Following constraints are processed on the html content:

·  Any control characters like newline, carriage return and tab characters, comment, applet, script and style tags and alphanumeric characters are removed.

·  “Select” html tags are removed if strip select client user configuration parameter is set (See Table 3.4).

·  All letters are transformed to lower case.

·  Language used in the web page is determined according to html meta content-language and meta-charset definition. If these settings in html content are defined as “TR” or “ISO-8859-1” or “Windows-1254” then the language used is assumed to be Turkish, in other cases, it is assumed to be English. Corresponding stopwords file and dictionary of stemming component are selected according to these criteria.

·  Corresponding stopwords file is loaded to eliminate matching words from content. 

Stopwords include most frequent words in English and Turkish language like “a”, “the”, “and”, “we” and do not have a meaning alone and should not be scored and included in the page index [7, 8]. Stopwords are also eliminated from the search query when a user searches from DSA search engine. These words are stored locally on client and server systems in text files and some examples of English and Turkish stopwords are listed in Table 3.11.

Table 3.11. Few examples of English and Turkish stopwords

	English stopwords
	Turkish stopwords

	A
	Ben

	Any
	Ve

	All
	Ile

	The
	De

	This
	Gibi

	When
	Şey

	Who
	Çok

	We
	Biz

	They
	Onlar

	For
	İçin


After these modifications on the html content are done, words are parsed and classified into different buckets shown in Figure 3.9 according to some criteria. These criteria include the following numbered constraints for extracted words of a page such as those written:

·  in description,

·  in html meta keywords,

·  in between bold tags (<b> and </b>), 

·  between italic tags (<i> and </i>)

·  between heading tags (<h> and </h>),

·  at the beginning of paragraphs and new lines (after <p> or <br> tags),

·  in the parent citation text (found from parent citation data structure),

·  in title or url text,

·  at the rest of page other than criteria mentioned above.


Figure 3.9. Buckets filled with words according to numbered criteria

Within this process, title and description of the page are also extracted. Table 3.12 lists the contents of the buckets mentioned after a client module in DSA prototype parses the home page of “www.cmpe.boun.edu.tr” domain. For example, the words in bucket three are written in bold, on the other hand, second bucket is empty so there are no meta keywords written in the page. The words in bucket four are the ones written italic, bucket eight stores words written in page title and url address and bucket nine holds all the words written in content.

Table 3.12. Bucket contents of home page of “www.cmpe.boun.edu.tr”

	Bucket
	Words in the Bucket

	Bucket 1
	 mail webmaster türkçe events news announcements people faculty members research assistants support personnel students alumni research artificial intelligence laboratory computer networks research perceptual intelligence labor

	Bucket 2
	

	Bucket 3
	mail to webmaster events people research undergraduate program graduate program admission robotics seminars cmpe undergraduate student representatives bogazici university department of computer engineering tr-34342 bebek istanbul turkey general information boğaziçi university istanbul turkey

	Bucket 4
	mail webmaster news events month boğaziçi university istanbul turkey

	Bucket 5
	türkçe news events month robotics seminars cmpe courses

	Bucket 6
	mail webmaster events faculty members artificial intelligence laboratory information curriculum ms information graduate admission department bogazici university turkey department department fax ++90 general information

	Bucket 7
	

	Bucket 8
	bogazici university computer engineering department www cmpe boun edu tr

	Bucket 9
	computer bebek month phone bogazici fax news educational istanbul north events building department tr eta located turkey general main block adjacent technology information announcements campus engineering library university secretary 


3.2.4.   Scoring Component

This component gives weights to words in each bucket filled by parser component and form meta data of the page indexed. Each bucket has a defined score and each word takes the sum of these scores according to their existence in these buckets. A word can be in one or more buckets according to parser constraints. In other words, a word can be written bold, can be in title and also can be a citation text of the page. Each constraint has a different score defined in client system configuration parameters named as field multipliers (see Table 3.2). Each field multiplier gives scores to the words in corresponding buckets. According to Table 3.2, a word in bucket one takes the score 10, a word in bucket two takes the score two and so on. In this way, word weight capsules (WWC) are computed. Word weight capsules are formed up of the word and its computed relevance score which are hold in the data structure shown in Table 3.13. Here, computed relevance score is the sum of the scores a word gained from each bucket it exists. 

Table 3.13. Data structure of word weight capsule

	Field Name
	Description

	Word
	Distinct word in a page

	Computed Relevance Score
	Sum of the scores a word gained from each bucket it exists


As all client modules use the same algorithm and same field multiplier scores for words of pages indexed in DSA system, if a word w has the highest score in a page p among all other indexed pages, page p has the most relevance to word w. So, when w is searched in DSA search engine, p will be the most relevant page for the query and displayed first.

After scores are computed for words in buckets, word weight capsules are sorted according to computed relevance scores from highest to lowest and a portion from the top according to key count percentage parameters in client system parameters (see Table 3.2) is taken to form meta data to be sent to the server module. A key count percentage parameter is selected by number of words in the page. If a page has below 100, “key count 100” multiplier is selected, if a page has more than 100 hundred but below 500 hundred, value of “key count 500” multiplier is selected and this ratio of word weight capsules are sent to server. For example, if a page has 400 hundred scored distinct words, “key count 500” ratio parameter is selected which is 0,7. So, 70 per cent of the words, that is top 280 words will be sent in word weight capsules to the server module.

By this way, search performance will be kept fast and the words which reflect web page’s content with less relevance, will not be stored in search engine database. If these less frequent and less relevant words for this document were indexed and stored, they would not help this document to be in upper (top rank) results when searched and could only place this page in the lower (bottom rank) results. It is known that the users, who search queries from search engines, do not follow more than a few ten search results and do not even look at 40th or 50th results [4].

In Table 3.14, word weight capsules computed for the home page of “www.cmpe.boun.edu.tr” by a client module in DSA prototype, are listed.

Table 3.14. Word weight capsules of home page of “www.cmpe.boun.edu.tr”

	Word
	Score
	Word
	Score

	department
	187
	admission
	17

	university
	182
	members
	17

	computer
	160
	block
	17

	engineering
	158
	phone
	17

	bogazici
	146
	campus
	17

	turkey
	55
	library
	17

	events
	51
	building
	17

	news
	49
	located
	11

	istanbul
	48
	north
	10

	information
	48
	educational
	10

	research
	40
	technology
	10

	webmaster
	38
	labor
	10

	mail
	38
	student
	10

	tr
	37
	robotics
	10

	boğaziçi
	28
	alumni
	10

	cmpe
	28
	representatives
	10

	month
	28
	seminars
	10

	laboratory
	27
	students
	10

	intelligence
	27
	support
	10

	bebek
	27
	personnel
	10

	announcements
	27
	türkiye
	10

	eta
	25
	assistants
	10

	general
	24
	networks
	10

	fax
	24
	perceptual
	10

	program
	20
	adjacent
	10

	people
	20
	main
	10

	undergraduate
	20
	secretary
	8

	www
	18
	curriculum
	7

	edu
	18
	ms
	7

	boun
	18
	info@cmpe
	7

	graduate
	17
	
	

	faculty
	17
	
	

	artificial
	17
	
	


After the scoring phase, scoring component forms the meta data to be sent to server. Meta data consists of word weight capsules and page definitions consisting of title, description, last modification, url of parent page, citation text of parent page, content length and address (url) of the page. The fields and format of meta data is shown in Table 3.15. 

Each of these fields are separated by the pipe character ( | ) where pipe characters inside any of the fields are preceded with backslash character ( \| ) to prevent confusion. In meta data, word weight capsules are used in a structure that makes it easier to be parsed by server modules and decrease the message size. In this method, word weight capsules are split into words and word relevance weights. All words are concatenated by the tilde character ( ~ ) and the resulting string is named as word capsules. While concatenating words, their related scores are converted into two byte characters and concatenated, forming weight capsules. Both of these concatenations are done in the same order, so server modules will find the corresponding score of each word while parsing. 

Computed word weights are converted into binary representations while concatenating. All weights are transformed into their two byte binary representation as ASCII characters. In other words, the scores are not sent in text format but in binary format. No other separator character in concatenation is needed because each weight is represented by exactly two characters (i.e. two bytes). Here, a score greater than 256 * 256 - 1, which is 65535, is fixed to 65535. For example, let score of a word be 65. ASCII representation of 65 is the character “A”. So, instead of sending “65”, the character “A” will be sent in meta data. But, this weight capsule should be exactly to bytes because the server module will split the concatenation of these weight capsules by two bytes, so null character (first character of ASCII) is added in front of character “A”. 

For another example, let the score be 17446. First we divide it to 256 and take the integer part before decimal point, to find the leftmost ASCII character, which is 68. 68 in ASCII represent character “D”. 17446 – (68 * 256) is 38 and character “&” is represented by 38 in ASCII. So, result of our ASCII base conversion is “D&” that is equal to 17446. Instead of sending “17446” (which is five bytes), the character “D&” (which is two bytes) will be sent in meta data and three bytes are saved in communication. The server module, will do the inverse of this representation, that is it will transform “D&” to 17446 while processing weight capsules.

In Table 3.16, meta data constructed for the home page of “www.cmpe.boun.edu.tr” by a client module in DSA prototype, namely title, description, last modified date, parent url address, parent citation text, content length, address of the page, language used in content, word capsules and weight capsules are listed. As a remark, in this table, weight capsules are shown in integer format to avoid garbled representation of binary characters.

Table 3.15. Structure of meta data formed by parser component

	Field Name
	Description

	Title
	Page title

	Description
	Description extracted from page

	Last Modified
	Last modification date of web page returned by web server of the site

	Parent Url
	Url of parent page citing this page, found from parent citation data structure

	Parent Citation Text
	Citation text of parent page, found from parent citation data structure

	Content Length
	Size of page in bytes

	Address of Page
	Url of page

	Language
	Language of html content (Turkish or English)

	Word Capsules
	Concatenation of distinct parsed and scored words of page separated by “~” character in computed word score order

	Weight Capsules
	Concatenation of two byte computed word scores in the same order with word capsules.


3.2.5.   Compression Component

Compression component is used by both client and server modules. It compresses meta data uploaded by client modules according to “is meta zipped” client system configuration parameter and decompresses uploaded data in server modules. Third party Zlib Perl module [25] is used for this task. By compressing meta data sent, some valuable bandwidth by this distributed search engine platform is saved. 

In Table 3.17, statistics collected by a client module of DSA prototype indexing “cmpe.boun.edu.tr” domain are shown. In the second column size of whole html page, in third column size of meta data formed by the client module, in fourth column size of compressed meta data actually sent to server module, in fifth column the gain ratio in bandwidth if compression was not used and in the sixth column the gain ratio in bandwidth when compression is used are represented. 

As we can see from Table 3.17, size of meta data is on the average about 17 times smaller than original content size. Moreover, actual size of uploaded data, which is the size of compressed meta data file is about 28 times smaller than the original html content size which is a valuable bandwidth gain.

Table 3.16. Meta data constructed from home page of “www.cmpe.boun.edu.tr”

	Meta Data Field
	Content of Meta Data Field

	Title
	Bogazici University COMPUTER ENGINEERING department

	Description
	mail to webmaster TÜRKÇE Events: News and Announcements. People: Faculty Members, Research Assistants, Support Personnel, Students, Alumni Research: Artificial Intelligence Laboratory, Computer Networks Research Laboratory, Perceptual Intelligence Labor

	Last Modified
	

	Parent Url
	

	Parent Citation Text
	

	Content Length
	19653

	Address of Page
	http://www.cmpe.boun.edu.tr/

	Language
	TR

	Word Capsules
	department~university~computer~engineering~bogazici~turkey~ events~news~istanbul~information~research~webmaster~mail~ tr~boğaziçi~cmpe~month~laboratory~intelligence~bebek~

announcements~eta~general~fax~program~people~undergraduate~ www~edu~boun~graduate~faculty~artificial~admission~

members~block~phone~campus~library~building~located~north~educational~technology~labor~student~robotics~alumni~representatives~seminars~students~support~personnel~türkiye~assistants~

networks~

	Weight Capsules Before Converted to Binary Format
	187~182~160~158~146~55~51~49~48~48~40~38~38~37~28~28~28~27~27~27~27~25~24~24~20~20~20~18~18~18~17~17~17~17~17~17~17~17~17~17~11~10~10~10~10~10~10~10~10~10~10~

10~10~10~10~10~

	Weight Capsules (Binary Formatted)
	Binary formatted data cannot be shown here


Table 3.17. Sizes of HTML Content, Meta Data and Compressed Meta Data

	Page Address
	Size of HTML (bytes)
	Size of Meta Data (bytes)
	Size of Compressed Meta Data File (bytes)
	(Size of HTML) / (Size of Meta Data)
	(Size of HTML) / (Size of Compressed Meta Data File)

	http://www.cmpe.boun.edu.tr/
	19653
	1029
	656
	19,10
	29,96

	http://www.cmpe.boun.edu.tr/graduate/index.php
	16456
	806
	504
	20,42
	32,65

	http://www.cmpe.boun.edu.tr/graduate/
	16447
	795
	504
	20,69
	32,63

	http://www.cmpe.boun.edu.tr/admission/graduate.php
	16625
	851
	568
	19,54
	29,27

	http://www.cmpe.boun.edu.tr/graduate/ms_info.php
	17333
	1538
	872
	11,27
	19,88

	http://www.cmpe.boun.edu.tr/~akin/robsem.html
	6535
	721
	464
	9,06
	14,08

	http://www.cmpe.boun.edu.tr/people/alumni/index.php
	16392
	688
	432
	23,83
	37,94

	http://www.cmpe.boun.edu.tr/graduate/phd_theses.php
	15342
	1184
	720
	12,96
	21,31

	http://www.cmpe.boun.edu.tr/research/
	13779
	527
	352
	26,15
	39,14

	http://www.cmpe.boun.edu.tr/people/faculty/index.php
	18244
	1147
	688
	15,91
	26,52

	http://www.cmpe.boun.edu.tr/events/index.php
	16726
	571
	392
	29,29
	42,67

	http://www.cmpe.boun.edu.tr/graduate/phd_info.php
	18204
	1753
	984
	10,38
	18,50

	http://www.cmpe.boun.edu.tr/undergrad/training/index.php
	14229
	765
	496
	18,60
	28,69

	http://www.cmpe.boun.edu.tr/graduate/courselist.php
	26028
	1204
	760
	21,62
	34,25

	http://www.cmpe.boun.edu.tr/admission/index.php
	13901
	507
	336
	27,42
	41,37

	http://www.cmpe.boun.edu.tr/undergrad/descriptions.php
	57720
	3772
	1968
	15,30
	29,33

	http://www.cmpe.boun.edu.tr/tr/
	19180
	1100
	696
	17,44
	27,56

	http://www.cmpe.boun.edu.tr/links.php
	13990
	611
	360
	22,90
	38,86

	http://www.cmpe.boun.edu.tr/courses/
	37672
	1495
	888
	25,20
	42,42

	http://www.cmpe.boun.edu.tr/pilab/
	881
	413
	264
	2,13
	3,34

	http://www.cmpe.boun.edu.tr/people/students/index.php
	14066
	439
	312
	32,04
	45,08

	http://www.cmpe.boun.edu.tr/undergrad/index.php
	17401
	870
	536
	20,00
	32,46

	http://www.cmpe.boun.edu.tr/pilab/menu.htm
	1511
	403
	264
	3,75
	5,72

	http://www.cmpe.boun.edu.tr/courses/?cmpe=200
	14989
	749
	472
	20,01
	31,76

	http://www.cmpe.boun.edu.tr/people/alumni/editlogin.php
	14473
	528
	360
	27,41
	40,20

	http://www.cmpe.boun.edu.tr/~ozturan/
	6504
	794
	528
	8,19
	12,32

	http://www.cmpe.boun.edu.tr/tr/undergrad/information.php
	14555
	1305
	752
	11,15
	19,36


3.2.6.   Security Component

This component works in both client and server modules to encrypt the compressed meta data sent from client module to server module on the client side and decrypt on the other side. Encrypted meta data is stored in a temporary file called encrypted meta data file which is deleted after being uploaded to DSA server modules. This component is also used while reading and writing client system configuration parameters and site log files from and to disk. It uses a third party Perl module called CBS [26] where Blowfish algorithm is used. Same key for encryption and decryption is formed from the authentication id generated in both client and server modules. Key generation algorithm is hard coded in the security component and it is assumed that the key generation function is not known by intruders. In this distributed search engine platform, not much effort was spent on security, because our main aim was not to implement the strongest security and key exchange methods but rather to prevent garbled and distorted messages to be sent to server modules by intruders and clients who try to increase the scores for their web page indexes.

In Figure 3.10, symmetric operations performed on meta data file in both client and server modules are shown. At the client side, meta data is first compressed and then encrypted to pack meta data file to upload. At the server side, meta data file retrieved is first decrypted and then decompressed to unpack meta data of the page.

Figure 3.10. Symmetric use of compression and security components

3.2.7.   Communication Component

Communication component, which is used in both client and server modules transmits and retrieves authentication messages and encrypted meta data file from client modules to server modules and vice versa, by using http file upload method. This component uploads meta data file to the http address defined in “server module url” client system parameter (See Table 3.2) and at the server side, this component functions to retrieve this meta data. Communication component handles upload or download communication failures and retransmits data in case of errors. It also sends back an error or success message from server modules to client modules after uploads.

In server modules after downloading meta data file, this component reads and passes the content of this file to the security component. After file content is decrypted, it is decompressed by compression component and the server module parses meta data into page definitions and word weight capsules for further operations.

3.2.8.   Stemming Component

We use a heuristic algorithm for fast stemming of distinct words of a page. It is executed in server modules to find the body of the words according to the language used in html content, which are sent to server from clients in word weight capsules of web pages. In every step, to find the body of a word, it deletes the last letter (character) of the word and looks it up from the body dictionary database [27] (Turkish dictionary is downloaded from website of tdk.gov.tr). 

If it cannot find any matching word body from database, up to three letters (here a body is assumed to be bigger than three letters), it assumes this word as a private name or a word in another language or does not exist in dictionary database and passes to the other word to lookup. If it finds a matching body, it adds this word into pages’ word index and gives it one third of score of the original one. Here, the percentage of the score, inherited from the original word to its body is experimental. 

For example, suppose the search word is “books” which has a score of 30. It will first search “books” from dictionary and will not be able to find a matching, then it will drop the last letter ‘s’ and find a matching for “book”. Now, it assumes “book” as the body of “books” and add one thirds of 30 that is 10 to the body word “book” as its new score. Experiments on this heuristic fast stemming show that about 90 per cent of true word bodies can be found which is an acceptable success. 

By this way, when a user searches “book” from DSA search engine, a page containing “books” but not the word “book” will also be listed in the results. This method relies on the fact that conjunction suffixes in Turkish and English does not change a word’s meaning, but emphasize the word body [28]. Giving additional scores to words’ bodies does change a page’s rank in search results for the body word, where words with conjunction suffixes added to this body word exist in this page. So, this component helps for more relevant and successful ranking in search result listing order.

In Figure 3.11, the stemming algorithm run on the Turkish word “çocukların” is shown. As the result, the word “çocuk” is found as the body. In Figure 3.18, stemming results from two pages of Msnbc and Bigglook web sites are shown. 


Figure 3.11. Stemming of Turkish word “çocukların”

Table 3.18. Two example results of stemming 

	An English Page
	A Turkish Page

	Word
	Stemmed Body
	Word
	Stemmed Body

	accounts
	account
	olduktan
	oldu

	lawyers
	lawyer
	yapımında
	yapım

	years
	year
	kokusu
	koku

	claimants
	claimant
	yetiştirilmektedir
	yetiştirilmek

	diagnosed
	diagnose
	buzdolabında
	buzdolabı

	crimes
	crime
	beklememiş
	bekleme

	believing
	belie
	çilekler
	çilek

	claimed
	claim
	arnavutköy
	arnavut

	psychiatrists
	psychiatrist
	sahiptir
	sahip

	specialists
	specialist
	sululuğa
	sulu

	commented
	comment
	manavlarda
	manav

	experts
	expert
	mevsimi
	mevsim

	russians
	russia
	restoranlar
	restoran

	served
	serve
	tatlılığa
	tatlılı

	sparked
	spark
	meyveler
	meyve

	windows
	window
	reçeli
	reçel

	developing
	develop
	almaz
	alma


3.2.9.   Storing Component

This component stores word weights related to a web page sent from client modules to server modules. After words are stemmed, storing component stores the keyword, its relevance score and url of the document into the search engine database. It also inserts or updates other meta data fields such as title, description, citation text, date of last visit, citation text, citation link and the content size of a page which are listed in search results for a query. Besides storing, deletion of removed pages and their related word indexes are also performed by this component when client module sends request to delete moved page url records.

Storing operation is performed by sql queries on database. Sybase Adaptive Server Enterprise 11.2 is used for storing and searching. For dictionary storage and lookup functions, MySql [29] is used which is known to be faster than most database systems on simple lookups. Necessary table keys and indexes are also used for faster search performance and lookups.

Database table fields, data types and corresponding definitions of DSA storage are shown in Table 3.19, Table 3.20, Table 3.21, Table 3.22 and Table 3.23.

Table 3.19. Structure of database table “domains”

	Field Name
	Data type
	Definition

	Domainid
	Numeric(6,0)
	Id of distinct domains of DSA

	Domainname
	Varchar(255)
	Domain name of the site

	Last Visited
	Datetime
	Last visit time of domain

	Client ID
	Varchar(32)
	ID of client module that visited domain


Table 3.20. Structure of database table “links”

	Field Name
	Data type
	Definition

	Linkid
	Numeric(6,0)
	Id of distinct pages of DSA

	Domainid
	Numeric(6,0)
	Id of domain that this page resides in

	Linkname
	Varchar(255)
	Url of the page link

	Title
	Varchar(255)
	Title of page

	Description
	Varchar(255)
	Description of page

	Last Visited
	Datetime
	Last visited time of page

	Client ID
	Varchar(32)
	ID of client module that visited page

	Last Modified
	Datetime
	Last modification time of page

	Content Length
	Numeric(6,0)
	Size of page content in bytes

	Parent Link
	Varchar(255)
	Url of parent page’s link

	Parent Citation
	Varchar(255)
	Citation text of parent link


Table 3.21. Structure of database table “keywords”

	Field Name
	Data type
	Definition

	Keyword
	Char(25)
	Indexed word

	Score
	Numeric(5,0)
	Score of the indexed word

	Linkid
	Numeric(6,0)
	Id of the page where this indexed word exists in


Table 3.22. Structure of database table “clients”

	Field Name
	Data type
	Definition

	Client ID
	Varchar(32)
	ID of client

	Auth ID
	Varchar(32)
	Session authorization ID of the connected client

	Access
	Numeric(1,0)
	Access flag


Table 3.23. Structure of database tables “English and Turkish dictionaries”

	Field Name
	Data type
	Definition

	Word
	Varchar(32)
	Body word in dictionary


Storing component, for each meta data uploaded, stores new site domains in “domains” table, web page definition in “links” table and scored keywords in “keywords” table. It checks client identifications and access rights from “clients” table. Stemming component uses English and Turkish dictionaries to find word bodies according to language used in web page.

3.2.10.   Searching Component

This component functions during search process of queries in our distributed search engine. We used PHP [30] programming language for serving search pages. The graphical interface of the site is designed to meet the requirements for readability and functionality. It takes the search phrase as input from the user, splits it into words, prepares the related SQL query and executes it on the DSA database system and lists the results in html format. Only pages, which have all of the searched words in their index, are included in results. Then they are sorted by the summation of scores of each searched word from highest to lowest and assigned a corresponding rank.

Figure 3.12 explains the search algorithm. First, search query is split into distinct words and stopwords are eliminated. Remaining words are named as word1, word2 up to wordn. Afterwards, SQL search query is generated and this query functions in database as follows: For each searched word, pages (pagei, pagej to some pagen) and their word relevance scores (scorei1, scorei2, scorein to some scorenn) are found from “keywords” database table. 

Then same pages, which have all searched keywords, are joined and their related word scores are added to find total score for searched keywords in these pages. Other pages are filtered out because at least one of the searched keywords does not exist in these pages. To find resulting rank of each page, pages are sorted according to the total scores from highest to lowest and the result is passed to the listing component to be displayed to searching user.


Figure 3.12. Searching and result ranking algorithm

3.2.11.   Listing Component

Users can search from DSA search engine by requesting DSA web site from their browsers. From the web page displayed by listing component the user enters his query phrase. When this request comes to the web server of DSA, PHP script of listing component retrieves and passes this phrase to searching component and lists the results in html format to the end user’s browser. 

Results are listed ten by ten and user can traverse the result pages by clicking “Next 10” and “Previous 10” links displayed on the page. Obviously, results are sorted and listed in relevance order from the most relevant to the least relevant one supplied by searching component.

In each result, following details are displayed: Rank of result, title, description, address (url) of page, last visited time, content size, citation page link and citation text. When user clicks on title of the result, user’s browser opens the address of the clicked page.

Figure 3.13 shows an example result from DSA search engine. The searched keyword is “franchising” and the web site “www.mcdonalds.com.tr” is indexed by client modules before this search. First result found is shown in the figure.


Figure 3.13. An example search result for keyword “franchising” 

3.2.12.   Client Configuration Component

Client configuration component handles subscriptions to DSA system and prepares encrypted client system configuration parameters file that is used by incremental indexing, scoring, compression and communication components. These components use client system configuration parameters in much functionality which should not be tampered. On the server system, encrypted file is built with the key generated from client module’s id and sent to the administrator of web site. Only that client module can read from and use this file.

3.2.13.   DSA Client Subscription Component

This component handles subscriptions of web site owners or administrators wishing to use DSA client modules. In DSA homepage, a link for this task is present where web site owners can subscribe, get a username and password and download necessary applications and client module scripts as well as client configuration parameter files generated by client configuration component for their use. When they install these applications and follow the instructions listed in the installation procedures file, their client modules are ready to function and index their web site or web sites.

In the subscription page, first the user fills company name, home page url, domain limitation expression (if user wants to), denied extensions (if user wants to), maximum page count, user name and password fields. This entry page is shown in Figure 3.14.
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Figure 3.14. DSA subscription page client module parameters entry page

When user submits parameters for his client module, DSA server builds necessary client user configuration parameters and encrypted client system parameters file according to the fields entered by user to a temporary folder on server. Besides, client module Perl modules and stopword files are prepared and the download page is displayed. On this page, the user clicks on the download link and directory contents of client modules and files are displayed as shown in Figure 3.15 and the user can download his client module and install it following procedures in “install.txt” file.
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Figure 3.15. Contents of DSA client modules and files

3.3.   Security and Performance Issues

In this subsection of the thesis, some key points on security and performance issues will be emphasized. In DSA system, Apache web server is used as the server module socket connection point and most of vulnerabilities and performance issues are overcome since this web server is known to be almost error free and the most used one on the Internet. In addition, performance strikes higher than a simple socket application because of threading and caching implementations in Apache.

Perl modules use database connection pooling application interface of Apache, which is another added performance value for this distributed search engine platform. Persistence and reusable database connections help to pass away connection-opening overheads and increase server module processing and search performance.

Denial of service attacks to server modules are also considered as a design criteria. Only a limited number of server modules are executed at a time and by this way performance of the distributed search engine server is controlled in a steady state. More connection requests of client modules are refused and handled by the communication component.

Maximum file post size is set at Apache web server level which may be used as an attack to fill bandwidth and server memory with intruder garbled file posts to server modules. These file uploads are banned at the start of http file upload protocol, although they would be discarded and not processed by server modules if the entire file were uploaded.

Blowfish is used as the encryption algorithm during meta data file uploads where its implementation is used from third party Perl module, CBC. Session key used in this encryption is generated from authentication ids both in server and client modules. Key generation is hardcoded in implementation code. Development of stronger security, key exchange and protection of key generation algorithms are assumed to be beyond the scope of this thesis. Here, the intention is to show that encryption can also be used for the communication protocol of this distributed search engine and to avoid accepting garbled or distorted word weight indexes by server modules.

Encryption is also used in storing logs and statistics of crawler and parser components of client modules which are later used and updated in revisits to web sites to decide whether a page should be indexed and uploaded to server module.

Client system configuration parameters are stored in a file in an encrypted format and used by the client module component which controls the way of crawling, parsing, scoring and indexing web pages and assures that these parameters cannot be changed by client web site administrators who want to increase the index scores to increase their page ranks.

3.4.   Installation of DSA

Installation of this system includes two parts. One of them is installing server system; the other one is sending and installing client modules on web site hosting systems.

3.4.1.   Server System Installing

Server system can be installed on most machines and operating systems as long as Perl [21] and PHP [30] programming languages, Apache web server [22], Sybase [27] and MySql [29] database servers are available. Server system can be thought of three different packages which are server module, database storage and search interface system packages. These three parts can be located in different machines and operating systems or in one machine. The relationships between these packages and the DSA server system are shown in Figure 3.16. In the Subsections 3.4.1.1, 3.4.1.2 and 3.4.1.3 details of these packages will be explained.


Figure 3.16. Packages of DSA system and data communication between packages

3.4.1.1.   Server Module System Package. This system package hosts server modules and are executed by Perl. They open and use connections to Sybase and MySql database systems for processing. Third party Perl modules are used for decryption (CBC module [26]), decompression (Zlib module [25, 26]) and database communication (DBD-Sybase [26] and DBD-MySql modules [26]) which can be installed on the platforms where Perl is available.

Perl is widely used in operating systems such as most of Linux and Unix distributions and Windows family. Standard Perl v5.6.1 installation and afterwards CBC, Zlib and DBD modules installation are applied to the server module system. Our DSA prototype is tested and used on Windows 98, Windows 2000 and Redhat Linux 6.1 operating systems.

The other application that is used in server module system is the Apache web server that will receive client module requests and run server module Perl scripts. Apache version 1.3.9 is used and tested on Windows 98, Windows 2000 and Redhat Linux operating systems in our DSA prototype.

After these installations, server module Perl scripts are copied to the Apache scripts folder and after installation of database servers, server module system of DSA is ready to work. The client modules can now send meta data to this server according to their server module url parameter.

As mentioned above, server module system package is made up of a Perl application, its related modules and an Apache web server application. Cluster of server module systems can be built by installing this package on multiple machines with each connecting to the same database server. Client modules can be organized and split into regions such that each region of client modules can communicate with a different server module system package machine. In this way, scalability and load balancing of DSA system can be achieved. The more client modules are used by web sites, the more clusters can be used.

In Figure 3.17, single server model of server module system package is shown in a dashed box. In Figure 3.18, clustered model of server module system package. Dashed boxes separate client module regions and module servers.


Figure 3.17. Single server module system package 


Figure 3.18. Clustered server module system package machines and client module regions

3.4.1.2.   Database Storage Package. In this system package, standard installations of Sybase Adaptive Server Enterprise v11.9 and MySql v3.23.45 database servers are used. Sybase stores search engine index data with web page information and MySql stores English and Turkish word body dictionaries for stemming lookup operations. 

Both of these database management systems can be installed on most Linux and Unix platforms as well as the Windows family. DSA database storage package is tested with and used Redhat Linux 6.1, Windows 98 and Windows 2000 operating systems. In Figure 3.19, clustered server module packages are used with a single database storage package where multiple module servers connect to a single database server.

When clustered database storage packages are used as shown in Figure 3.20, for scalability, multiple MySql server machines but one Sybase server machine can be used. Each server module package cluster or groups of clusters can connect to different MySql database server machines and in this way faster stemming operations can be processed.


Figure 3.19. Clustered server module packages with single database storage package

In Figure 3.19 and Figure 3.20, each package is shown with dashed boxes. Sybase database server which is used to store index data, cannot be used as clustered in the DSA system because searching mechanism assumes that all index data and web page information is stored in a single place.


Figure 3.20. Clustered server module packages with clustered database storage packages

3.4.1.3.   Search Interface Package. Searching and listing components of DSA form the search interface package. PHP scripting language and Apache web server is used for serving search queries with results. PHP v4.2.3 and Apache v1.3.9 are installed when this package and server module system package are installed on separate machines. If they are to be used together, a secondary web server for search interface is not needed.

This package is tested on Redhat Linux 6.1, Windows 98 and Windows 2000 operating systems and the prototype of DSA uses PHP and Apache applications which have typical installations on Windows 2000. When installed on a separate machine, it takes over full system resources which increase search performance. As a remark, all three packages of DSA platform can be either installed on a single machine like our prototype system or installed on distinct machines as mentioned above.

3.4.2.   Client Module Installing

Client modules can operate on operating systems where the Perl application, CBC encryption module and Zlib compression modules can be installed. These are typically most of Linux and Unix distributions and Windows family. If client modules are not installed on web hosting machines of web sites for security or performance reasons, they can reside on a different application server which is in the same network that client modules can access the web site quickly and do not use additional internet bandwidth for crawling. Web site owners or administrators wishing to use client modules of DSA should adjust necessary firewall and security configurations of their network to access DSA server module system.

Web site hosting owners or administrators can easily subscribe and download client system package from DSA home page. This package includes Perl setup application, encryption and compression Perl modules, client module configuration parameter files and installation procedures and how-to file with a greeting message.

Web site owner should first install Perl application from its setup program. In the next step, by using PPM (Perl Package Manager) he should download and install CBC and Zlib Perl modules and put the parameter files with client module scripts into a folder he has created. In the final step he should create a scheduled job at his operating system and add the client module Perl script to run on desired intervals and his client module is now ready to work.

4.   Benefits of Distributed Approach

This section describes centralized search engines and the benefits of distributed approach used in DSA system.

4.1.   Centralized Search Engines

In centralized search engines, crawlers or agents request web pages one by one or in a threaded fashion from the physical location of the search engine system. They usually use automated or human interacted web page address queues and from this queue, agents crawl, download the whole page, parse for other page links and frames, parse words inside the content, stem and score these words using a relevance scoring algorithm and store them in search engine database in their local system. All these processing are done on the search engine system side and this is why they are called centralized search engines.

Domains or pages to be visited are either added to the crawler queue by web site administrators or owners, like in AltaVista, or found automatically from citations in already indexed web sites like in Google [7]. Nowadays, most search engines request for fee to add your site to their indexes and to show your results in the higher ranks. On the other hand, Google just honors, other pages’ citations to your site while indexing and showing results.

Since centralized search modules are local, this brings bandwidth and processing overhead due to crawling pages in order to find updates, additions and deletions of web pages. Google states that they use hundreds of clustered machines and distribute the processing of crawling, indexing and searching jobs over these machines. But their most important bottleneck is the bandwidth and page index update latency problem.

We show a sample design of a centralized system in Figure 4.1 where each module requests and downloads web pages from the web servers hosting these sites to the physical location of search engine system.


Figure 4.1. Architecture of a centralized search engine

4.2.   Distributed System of DSA

Distributed modules of DSA, namely client and server modules work and communicate as shown in Figure 4.2. As seen from the figure, client modules operate on the hosting web servers of the web site and use processing power of these machines. They read pages from web servers locally, thus do not use any bandwidth. On the client system, they parse and analyze the content, extract and score keywords and compose information about the page that are packed into meta data. Afterwards, meta data is compressed, encrypted and uploaded to server modules through internet. Unpacking meta data, stemming and storing keywords and information of the page is left for server modules located on local system of DSA.

Client modules are run on scheduled intervals to check for changes of web page content and track for additions of new pages and deletions of indexed pages. Only when they find that a page should be indexed, they form and send meta data to server modules. This solves the huge bandwidth and processing bottleneck of centralized search engines and adds incremental indexing power to DSA. Volume of data is much smaller compared to centralized search systems.


Figure 4.2. Distributed system of DSA

Latency is another issue in search engines. A centralized search engine can realize a page whose content is changed, added or deleted in weeks or months duration according to the reindex frequency of a search engine. When you think that Google has indexed more than three billion pages [3], it would be nearly impossible to realize this change in hours. Neither bandwidth, nor current processors can cope with such small latency. But on the other hand, in DSA system, scheduled client modules, can immediately realize these alterations and send new index to server modules, where necessary modifications, additions and deletions are performed in local storage of our search engine system. Both small bandwidth usage and short latency goal are achieved with less processing cost on the server system compared to centralized search engine systems.

Advanced search is not supported by DSA search engine like traditional search engines because we do not think that advanced search feature is widely used by end users.

Table 4.1. Comparison table of centralized search engines and distributed DSA

	No
	Comparison Issue
	Centralized
	Distributed

	1
	Crawler queue
	Human modified or automated
	By subscription for client module installation

	2
	Bandwidth
	Huge bandwidth needed to download all html content and reindex web sites
	Less bandwidth needed as compressed meta data of only changed and added pages sent to server

	3
	Compression
	Does not exist
	Meta data sent to server is compressed

	4
	Clustering
	Can be clustered
	Can be clustered according to installation chosen

	5
	Incremental Indexing
	Partial. Should download all pages to track changes
	Supported

	6
	Scoring Keywords
	Supported by engines working with modules support
	Supported

	7
	Processing Power
	Huge processing power needed.
	Less processing power needed as computation is distributed

	8
	Scalability
	Not all engines are scalable.
	Scalable.

	9
	Platform Independent
	Popular engines are not platform independent
	Platform independent

	10
	Latency
	High. Months needed to index added or changed pages and remove deleted pages
	Very low. Client modules realize changes in the web site quickly. Changes are updated as soon as client module runs on its schedule

	11
	Load balancing
	Supported by most engines
	Supported with clustered server module installation

	12
	Content Tamper 
	Content of the page indexed cannot be changed by the client for the engine module
	Web site owner can tamper content while client module is processing 

	13
	Advanced Search 
	Supported by most engines
	Not supported

	14
	Stemming
	Not supported by most engines. Google supports
	Turkish and English stemming supported

	15
	Stopwords
	Supported
	Supported


A drawback of this distributed system is that the content of web site can be tampered during client module indexes the site and then changed back to the original content after client module finishes its job. So, client site owner can alter the content and as a result index something that is not related. A solution for this problem can be randomly selecting a page from the site, downloading the content to server system and check if the index stored for this page is true. But this feature is not implemented in our DSA system. In Table 4.1, centralized search engines and distributed DSA search engine system is compared.
5.   Results From Proof of Concept Implementation

We have measured and calculated results of our DSA implementation on topics such as volume, bandwidth gain, web site change fraction and page index update latency and expression search results.

5.1.   Volume

When measuring volume, from 5 sites, about 3695 pages are indexed and for each site, content sizes retrieved by centralized search engines are compared with the size of meta data and compressed meta data file uploaded to the DSA server modules. The results are shown in Table 5.1. In second column total number of pages indexed, in third column total content size downloaded by centralized engines, in fourth column average page size, in fifth column total meta data size produced by DSA client modules, in sixth column total compressed and encrypted meta data file size and finally in seventh column average meta data file size retrieved by DSA server modules per each site are listed. From Table 5.1, we can see that total bandwidth needed for centralized search engines to download 1000 html pages in “www.cmpe.boun.edu.tr” domain is about ten megabytes but for DSA system, it is just half megabytes which is about 20 times smaller.

Table 5.1. Volume of data statistics for centralized search engines and DSA

	Site Address
	Number of Pages Retrieved
	Total Content Size (Retrieved by centralized)
	Average Size of Pages
	Total Meta Data Size (DSA)
	Total Meta Data File Size (DSA)
	Average Meta Data File Size

	www.cmpe.boun.edu.tr
	1000
	10893139
	10893
	886530
	533952
	534

	www.gima.com.tr
	30
	955424
	31847
	47290
	26428
	875

	www.msnbc.com
	994
	48572916
	48866
	1708594
	965712
	972

	www.uluslararasiegitim.com
	1000
	30287525
	30257
	1097518
	611512
	611

	www.ykb.com
	671
	13467172
	20070
	1004815
	540064
	805


Table 5.2 lists the averages of ratios of content sizes of pages over meta data sent from client modules to server modules for the same pages used Table 5.1. We see from our measurements that on the average, total size meta data files uploaded for these pages is 35,6 times smaller than total content size which results in 97,19 per cent bandwidth gain. Also, we find that we have achieved a compression ratio of 1,73 on the average where the gain of compression is 41,86 per cent.

Table 5.2. Averages of ratios of content sizes of pages over meta data and gain

	Site Address
	Average Ratio of  Page Size / Meta Data
	Average Ratio of Page Size / Compressed Meta Data File
	Average Compression Ratio

	www.cmpe.boun.edu.tr
	11,21
	17,65
	1,64

	www.gima.com.tr
	19,55
	33,73
	1,71

	www.msnbc.com
	29,59
	50,39
	1,73

	www.uluslararasiegitim.com
	29,89
	52,00
	1,76

	www.ykb.com
	13,38
	24,23
	1,79

	General Average
	20,72
	35,60
	1,73

	Average Gain in Bandwidth
	95,17 %
	97,19 %
	41,86 %


5.2.   Web Site Change Fraction and Latency

We can define web site change fraction as the ratio of number of pages added, deleted or updated over total number of pages in this web site. In our measurements, we focus on the web sites those have a potential of small change fraction such as news resources sites. The following results and computations are collected and found by modified client module software which finds newly added pages each day in the news resource web sites, following the url address patterns of new added news. For example, in “milliyet.com.tr” web site, sports news of a day are listed under the url pattern; “www.milliyet.com.tr/year/month/day/spor/index.html”. For all news categories, a similar rule is applied for finding new news pages. For other news sites, again similar url address pattern rules are applied and new news added each day are found for ten days and average of these observations are computed.

These specialized modules are run for Milliyet, Hurriyet, Sabah, Akşam, Radikal, Star and Ntvmsnbc news sites for ten days;. Total number of pages are found by estimation. We have found out the number of days these web sites have been published from archive sections and multiplied this by number of pages added each day. Of course, this technique cannot be generalized and is only applicable to news sites who publish nearly the same amount of news each day.

In Table 5.3, we represent the number of news each daily news resource publishes, the start date of its online publishing, number of days past since starting date and number of total news pages estimated in each news web site.

Table 5.3. Volume of listed news resources

	News Resource
	Number of News per day
	Start Date of Online Publishing
	Current Date
	Days Past
	Total Number of News Pages

	Milliyet
	116
	26.11.1996
	22.12.2002
	2186
	253066

	Hurriyet
	220
	01.01.1997
	22.12.2002
	2151
	472575

	Sabah
	53
	01.01.1997
	22.12.2002
	2151
	114254

	Akşam
	103
	01.01.1998
	22.12.2002
	1791
	184085

	Radikal
	125
	01.05.1998
	22.12.2002
	1671
	208346

	Star
	101
	01.01.2002
	22.12.2002
	351
	35422

	Ntvmsnbc
	88
	01.01.2000
	22.12.2002
	1071
	94272


We call latency as the number of pages that the search engine modules should traverse to find all the added, deleted and updated web pages. Apparently this number is directly proportional to search engine index update time delay. Only after this delay, you can find results from updated web site index. 

In Table 5.4 web site change fraction and latency values of mentioned news resources are listed. We see that latency of a centralized search engine is the same as total number of pages in the web site. There is no other way to know which pages are added, deleted or updated without traversing and downloading the whole web site to search engine system in this case. But in our DSA system, client modules run on specific intervals in the client system and can traverse whole site easily and without using any bandwidth. So the latency of DSA is found equal to the number of added news pages each day. Client administrators can inhibit client modules to traverse specific url paths such as “/archive/” or “/arsiv/” to speed up the client module process. Additionally, they can set the starting url parameter of client user parameters as the address of “latest news page” which usually exists in big web sites and daily news resource sites. By changing these two parameters, they can administer client modules to cleverly find new and updated pages. In the case of small web sites, changes can be found easily without setting these parameters. From Table 5.4 we can see that web site change fraction is so small as 0,09 on the average for the mentioned web sites. So, to find new pages would be a very expensive job for centralized search engines possibly with a latency of traversing the whole site.

Table 5.4. Web site change fraction and latency values of mentioned news resources

	News Resource
	Number of News Added Each Day
	Total Number of News Pages
	Web Site Change Fraction (per cent)
	Latency of Centralized Search Engines
	Latency of DSA

	Milliyet
	116
	253066
	0,046
	253066
	116

	Hurriyet
	220
	472575
	0,047
	472575
	220

	Sabah
	53
	114254
	0,046
	114254
	53

	Akşam
	103
	184085
	0,056
	184085
	103

	Radikal
	125
	208346
	0,060
	208346
	125

	Star
	101
	35422
	0,285
	35422
	101

	Ntvmsnbc
	88
	94272
	0,093
	94272
	88


Another parameter which is the time delay of updating the search engine index differs in both centralized search engines and the DSA. In centralized systems, bandwidth, crawler queue and the number of web sites in the search engine index directly affect time delay. In our DSA system, scheduling interval of client modules and number of member client modules seem to affect this parameter. 

5.3.   Search Results

In this section we show a search result example from our DSA search engine in Figure 5.1. The expression “artificial intelligence” is searched over 42 web sites, 6283 pages from these web sites with 691161 word indexes.

5.4.   Code Statistics

Components of DSA system are written in open source and high level Perl and PHP programming languages. Client and server modules are written in Perl where subscription and DSA search interface pages are written in PHP and client user configuration file generator code is written in Perl. Table 5.5 lists the code sizes, number of files and total file size of written code and configuration files.
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Figure 5.1. Example search result from DSA

Table 5.5 Sizes of DSA programming codes

	Component
	Number of Module Files
	Total Lines of Code or Text
	Total File Size (KB)

	Client Module
	6
	1032
	28,7

	Stopwords Files
	2
	686
	4,59

	Client Configuration Files
	2
	31
	1,13

	Server Module
	5
	579
	23,9

	Subscription Module
	2
	197
	6,22

	Search Interface
	7
	556
	14,9

	Total
	24
	3081
	79,44


6.   Conclusion and Future Work

In the design of our distributed search engine DSA, we concentrated on minimizing the cost of bandwidth and computation power needs by borrowing from various technologies such as the traditional search engines, especially Google, software agents, distributed computing and grid computing. We established our module communication and protocol for authorization of client modules, uploading of meta data and deletion requests of moved pages of the site.

Client modules that process the web site on the client hosting system download and parse the web pages through the site, score the keywords according to the parsing and scoring constraints and send the index data about each web document to the server module. Server modules do not download the web documents like traditional centralized search engines. On the contrary, are triggered by client modules and retrieve compressed meta data including web page definitions, information and the index data from client modules and store these records in its database. By this way computation is distributed and bandwidth requirements are minimized for the search engine server. While size of the Internet grows, DSA will only need more storage but not much cpu power.

In the design and implementation phases of this search engine open source environments are used (except Sybase database server) so that DSA is platform independent and can operate on Linux, Unix and Microsoft Windows operating systems and can be clustered by installing more server module and storage machines for scalability needs.

As client modules process on client systems, they can easily detect updates, additions, deletions of web pages of the site and incremental indexing is achieved by our method which is a big problem for centralized search engines. In future, there will be less change fraction in web sites especially in news sites and discussion groups as a result, Google will be suffering from more latency compared to now.

There are still work and improvements that can be done on our DSA search engine platform. Offline meta data upload can be added such that in addition to online communication of client and server modules, client modules can upload processed meta data via ftp in cases of server system problems and in this way uptime of DSA platform can be increased.

Another improvement that can be developed is aggregate meta data upload. Instead of sending data page by page, client module can first process the whole site and then send cumulative meta data to the server module. By this way, connection opening overhead in communication protocol can be minimized but new problems such as communication breakdowns can be introduced while uploading large meta data. 

Additionally, stemming operations can be done on client side. Again MySql database system can be used on client hosting systems according to the choice or without using a database but using dictionary files and binary search mechanisms. Furthermore, automatic download of new client module software versions can also be developed or this software can be offered to be embedded into Apache web server distributions and optionally installable on hosting server systems.
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