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ABSTRACT  

Directory Systems especially LDAP Directories, are widely used on Internet and heavy user networks for sharing data. As much as unclassified information is stored in directories, classified information may be stored as well. For this reason, while gaining access to directories over networks, it is unavoidable to deploy  cryptographic mechanisms in order to support strong authentication and confidentiality services. Hence, some standart protocols aimed at providing these services are  SASL, TLS, Kerberos and IPSEC. 

In this study we aim at designing  an application layer protocol (ELIAC) which provides strong authentication, confidentiality, integrity and non repudiation services and thereby providing a more efficient protocol in particular ways 

ELIAC is intended to be kept as simple as possible taken into consideration the ease of implementation, application and use  factors.  

For the sake of clarifying the differences betwen ELIAC and  above listed protocols and their properties, a cross comparison is provided.
INTRODUCTION

As the Internet and such large networks widely  deployed, criterias like scalibility, performance, and support for various requirements became more cruical.  Serving  wide range of requirements, support for high scalability of users and machines while maintaining a level of quality on the system performance have caused wide deployment of directory systems. Directory systems have a  tree structure and they are designed especially for the applications which requires intensive read access rather then write (update) access. The access protocol and its inner structure is optimized for intensive read access. A typical directory system is read a thousand or ten thousand times more than it is written. Some widely used areas of directory systems are listed below : 

· Storing address information (e-mail, phone, fax numbers, postal adresses) 

· Network information (login name, state, priorities) 

· Human resource information (names, departments, state, roles) 

· Resource information (resources, capabilities)

· Security information (Passwords, Single Sign On , X.509 certificates,  access rights ) 

LDAP (Lightweight Directory Access Protocol) [1], is an effective and easily implemented and used directory access protocol. As a matter of fact, LDAP, is developed as an alternative to DAP protocol  in order to simplify and reduce the overhead DAP provides. One of the most significant properties of LDAP is using of the TCP/IP layers  rather than OSI layers. DAP’s  rarely used  complex properties are ruled out and a simpler and  effective protocol is emerged.  LDAP is neither bounded by an operating system, nor by a platform.  It is a message oriented protocol. Clients simply construct a message including a request and sends it to the server. After processing the request, server returns the result or results as a series of messages. 

The above listed information which are stored in directories might need to be stored and accessed in a secure fashion depending on the application. This might be unavoidable especially for the security information. Such protocols as SASL, IPSEC, SSL/TLS and Kerberos  which provide authentication and confidentiality services for the communications, thereby providing security in directory access. SASL (Simple Authentication and Security Layer), is an authentication framework which provides authentication for connection oriented insecure protocols . As this method is a framework for encapsulating  other protocols its comparison with ELIAC is omitted. IPSEC [2], is a rather complex security protocol designed to work with IPv6. IPSEC, provides machine based authentication, confidentiality, integrity services Diffie – Hellman, IKE vb. gibi temel protokolleri geliştirerek IP iletişimine makine bazlı kimlik doğrulama, bütünlük, gizlilik servislerini sağlar. SSL is a complex security protocol working at the session layer which is initially developed by Netscape corporation in 1995. After its final version v3, it is standardized by IETF as TLS v1 [3]. TLS, uses public certificates in order to provide authentication, confidentiality, integrity and non repudiation services. Kerberos [4] is a security protocol which was initiated at the MIT as project Athena. It works at the application layer and provides authentication, confidentiality and integrity service. It is standardized by IETF as Kerberos V5.  

ELIAC, like the above mentioned protocols, provides security services for LDAP access. The most significant characteristics of ELIAC which differentiates it from these mentioned protocols are its simplicity and easiness of  impelemntation while providing strong security. ELIAC is comprised of three sub protocols : 
· Initialization and Handshake Protocol

This is the protocol which ELIAC client establishes communications session with the ELIAC server. During this session client and server mutually exchange public keys and the session key and session number generated by the server is sent to the clientin order to be used at the communication protocol . 

· Communication Protocol 

During this protocol regular secure communications take place between ELIAC client and the server. The communications at this stage is authenticated, confidential and its integrity provided.

· Shared Secret Update Protocol

This protocol is used for updating the shared secret  which is used in public key exchange between ELIAC client and server.  It is intended to improve the security of the Secret key  of the user. 

Throughout the second section, ELIACs sub protocols design and explanations, algorithms used, protocol variable definitions are provided. The comparison of ELIAC with other popular security protocols are given in the third section.  In the fourth section possible attacks on ELIAC and security analysis is provided. 

ELIAC and SUB PROTOCOLS 

As seen on Figure 2.1, in order to establish a secure LDAP connection through ELIAC, an ELIAC client and an ELIAC server is required. As the ELIAC client starts Initialization and Handsake subprotocol mutual exchange of public keys and the secret key is realized. At the next step Communications subprotocol takes place and the communication continues as authenticated, confidential and integrity protected. The User can anytime update the shared secret by the Shared Secret Update subsprotocol. An ELIAC session unless finalized, is valid for a certain time period (eg. 9 hours). During this period the user is able to resume a communications session without having the need to start the Initialization and Handshake protocol. Error handling in ELIAC protocol is implemented fairly simple as to comply with the protocols’ simplicity goal. An error is handled by simply sending an error code to the other party at any stage of the protocol  where an error occurs.

	Variable 
	Definition

	{Gp’s} – General Parameters
	

	PDNT
	Data structure composed of  Pid+DN+T 

	Pid(Protocol id)
	Unique Protocol identifier 

	DN (Distinguished Name)
	Unique User identifier (eg. Name, Surname) 

	Time Stamp (T) 
	Time Stamp. Identifies a data structure against protocol replay attacks. Generated by the client and  

sent to server 

Z = Zaman  + H (Zaman)

	S# (Session Id)
	Used to resume an ELIAC session. Server incase supports  session resumption  returns this value to the client. Both parties store it for later use.  Session numbers are valid for at most 9 hours. 

	SS (Shared Secret)
	Identifies a shared secret between the client and LDAP Server. 

	Success, Failure 
	The return code which the AS returns to the client at the end of the Shared Secret Update protocol.

	{Pb’s} -  Public Keys
	

	PbSck

PbEck

PbSsk

PbEsk
	Client Public Signing Key

Client Public Encryption Key

Server Public Signing Key

Server Public Encryption Key

	{Pr’s} – Private Keys 
	

	PrSck

PrEck

PrSsk

PrEsk
	Client Private Signing Key

Client Private Encrption Key

Server Private Signing Key

Server Private Encrption Key

	{S’s} – Symmetric Keys 
	

	Ek

Sk

	Encryption Key

Session Key
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The variable names and their explanations is seen at Table 2.1

INITIALIZATION AND HANDSHAKE PROTOCOL

Initialization and Handshake protocol is the first phase protocol where client opens a connection to the Authentication Server (AS) in order to establish a session. At the initialization stage of the protocol, mutual exchange of the clients newly generated keys  and the servers existing public keys is realized. At the Handshake stage, before the authenticated and confidential communication session is established,  AS provides client with the session key.

It is assumed that client and AS mutually shares a shared secret parameter (eg. Password). The flowchart of the protocol is seen  at figure 2.1. The protocol sequence is as follows : 

1. The client sends AS an an unprotected packet containing the Protocol Id (P), Distinguished Name (DN) and Time Stamp (T) as well as a password based encrypted packet containing its signing and encryption public keys. 
2. AS, considers the user DN and generates the same secret key (Ek) as the client and  decrypts the clients public keys. 

3. AS, using the same secret key, encrypts its own public keys and send them to the client.

4. Client decrypts AS’s public keys. 

5. AS, by the predefined cryptographic algorithm, generates a session key for the DN it allready received. It signs this Session Key and optionally a Session Number(S) and encrypts it with the encryption public key  obtained earlier and sends them to client. 
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Incase the client wishes to resume a previous session,  at the beginning of the Communications protocol it sends the  Session Id (S#) to the server.  The communication continues by the previous  session key unless the server rejects the request. 

If AS have not send the Session id to the client, that means the server doesnt support session resumption. 
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COMMUNICATIONS PROTOCOL  

Communication protocol is the one which secure communication takes place through a secure channel once the handshake protocol is completed. The protocol sequence is seen at the Figure 2.2 : 

1. The client sends protocol and the session Id (incase session resumption will take place) unprotected, the data and data hash encrypted to AS.   

2. AS, decrypts the data by the session key and checks its integrity by the data’s hash.

3. The data flow from AS to the client is implemented in same manner. 
SHARED SECRET UPDATE PROTOCOL 

Shared Secret Update protocol is the protocol which the client updates the shared secret between itself and the server upon its desire. It is advisable to update the shared secret periodically. Hence, this will provide better security as the exchanged public keys are encrypted by the secret key which depends on the shared secret. Protocols  is seen at Figure 2.3 : 

1. The client signs the Protocol Id (P), Distinguished Name (DN) and Time Stamp (T) and encrypts the new shared secret by the public key of the AS  and  

sends this packet to AS. 

2. AS simply returns the operation result to the client by a result code. 











ALGORITHMS AND KEY PERIODS  USED 

In order to comply with the main aim of keeping ELIAC easily implemented, applied and simple, the cryptographic algorithms are kept fixed. Table 2.4 lists the algorithms used for various security functions.
 

	Function 
	Algorithm

	Hash
	· MD5 

· 128 bits

	Encryption
	· RC4 

· 128 bits

	Signing
	· RSA 

· 2048 bits

	Key Exchange
	· RSA 

· 2048 bits



Session keys are generated for each new session. Incase of resumed sessions, previously generated session keys are valid. Session keys are maximum valid for 9 hours (regular working time daily basis). AS should renew its private/public key pairs at most 12 months after their generation. 

COMPARISON OF ELIAC - TLS – KERBEROS – IPSEC  PROTOCOLS 
As we analyze the security protocols, a question might be appropriate to ask :  Why is there a need for other protocols when there is a protocol working at the lower layers (like IPSEC) providing security. The answer for this question is ; Applications may not find the security services provided by the lower layer protocols satisfactory enough  or suitable for their needs . An example to this is the IPSEC protocol lacking user based authentication while other protocols provide it. However, protocols providing security at the higher levels may not be flexible enough or simple for the applications. ELIAC protocol is an alternative option which provides security for the insecure applications. In this section, both the security services and protocol features of ELIAC are compared to other protocols.

COMPARISON OF SECURITY SERVICES

The comparison of security services of ELIAC against other protocols is seen on Table  3.1: 

As seen, all the protocols provide the security services listed here. An exception to this is the IPSEC protocol. While it is able to provide machine based authentication, it lacks user based authentication due to working at the IP layer.  

	Security Service
	TLS
	ELIAC
	IPSEC
	KERBEROS

	User Authentication 
	· 
	· 
	X
	· 

	Confidentiality
	· 
	· 
	· 
	· 

	Integrity
	· 
	· 
	· 
	· 



COMPARISON OF PROTOCOL FEATURES

ELIAC, like Kerberos is a protocol working at the application layer. Its operating environment is especially LANs due to the requirement of a shared secret. One of the significant differences of ELIAC is that it uses public keys instead of certificates. Hence, protocol overheads like certificate chain verification and certificate validation which brings in complexities and performance bottlenecks are avoided. Instead of certificate operations, at the beginning of each communications session, public keys are exchanged securely between the client and AS. 
By the use public key technology strong authentication and confidentiality is provided mutually. Session keys are generated at the server and sent to client whereas public keys are generated locally and exchanged mutually. In terms other protocols the management of secret and public keys are required while in ELIAC, there is no such requirement as the keys are generated each time a session is established. Below are some criteria definitions on comparisons : 

· Complexity is the level of detail brought in by the architecture of the protocol. The interactions of the protocol with other systems or protocols, the excessive number of subprotocols and data structures, operation intensity are some of the factors which increase complexity.  

· Implementation is the level of simplicity of the protocol implementation depending  on the complexity of the protocol. 

· Flexibility is the level of integration of the protocol with the other,  same or  higher level   protocols on the Internet Layers Model. In principle the lower layer protocols  can be more flexible. 

ELIAC, due to its nature is a low complexity and easily implemented protocol. It has a fair flexibility as it works  on the application layer.

The comparison of features of ELIAC with other protocols is seen at Table 3.2 .
ATTACKS  

In this section the possible attacks targeting the protocol are examined under 2 topics : 

· Possible attacks on LDAP 
· Possible attacks on ELIAC 
POSSIBLE ATTACKS ON LDAP   

· Denial of Service  
Denial of Service attack is realized by, modifying rapidly the existing objects on LDAP server and marking them critical for replication. This type of attack, incase anonymous connection is allowed can be identified and prevented by using firewalls. An other prevention method is employing strong authentication for write access requests to LDAP server and reject unauthenticated requests. Incase the attacker owns a write request, he is identified by the strong authentication scheme. 
· Using  LDAP Server as a virus distribution center

LDAP servers have high volume of read accesses, therefore could proove to be an ideal target to be used as a virus distribution center. These type of attacks must be avoided by virus checking facilities at the LDAP servers.

· Brute Force Attacks

These kind of LDAP server attacks, are realized by  obtaining all the identifications on the LDAP server and implementing dictionary attacks on the related passwords. These attacks are only effective on the LDAP servers which only use password based authentication. As strong authentication techniques do not employ passwords this kind of attacks are not effective on strong authentication techniques.

	Protocol Features
	TLS
	ELIAC
	IPSEC
	KERBEROS

	Operating Layer
	Session
	Application
	Network
	Application

	Operating Environment
	Internet 
	LAN, WAN
	Internet 
	LAN, WAN

	Encryption Technology
	Uses Public Key Encryption
	Uses Public Key Encryption
	Uses Symmetric Key Encryption 
	Uses Symmetric Key Encryption

	Operating  Style 
	Certificate based
	Public Key based
	Symmetric Key based
	Symmetric Key based

	Symmetric Key generation 
	Client – Server mutually
	Server
	Client – Server mutually
	Server

	Public Key generation 
	3. party
	User
	User or 3. party
	None

	Key Management 
	Key revocation requires a revocation authority for revocation of referring certicates.
	Not required 
	Key revocation requires a revocation authority for revocation of referring certicates.
	Key revocation is done by, deactivating the user at the Authentication server.

	Complexity / Ease of Implementation
	High / Tough
	Low / Easy
	High / Tough
	Fair / Easy

	Shared Secret
	Not Required
	Required
	Not Required
	Required

	Flexibility
	High
	Fair
	High
	Fair



POSSIBLE ATTACKS ON ELIAC 

ELIAC protocol provides authentication, confidentiality and integrity security services for communications. After initialization and communications protocol is finalized, the client,  continues with confidential and authenticated communications. Authentication is provided at the initialization and handshake stage. AS generates the session key and sends it to the referring DN and provides a relation between the DN and the session key. 

At the initialization and handshake protocol, the session key which is used for mutual confidentiality and the session number is sent to user encrypted and signed hence, the attacker will not be able to gain access to them and the source would be authenticated. 

· Man in the Middle Attacks   

The man in the middle attacks are the type of attacks where both communicating parties assume that they are communicating with each other but infact they are communicating to the man in the middle. These type of attacks are active attacks and requires the attacker to move actively. There is allways a high risk of the communications datas corruption and modification of the data with this type of attacks. In ELIAC the integrity of the communications data is provided by hashing the communications data at the communications protocol. Incase of the modification of this data, the modified datas hash and the original hash will not be equivalent thus, the attack would be identified. 

· Replay Attacks

These are attacks on authentication systems by which an attacker records and replays all or a part of the previously exchanged  communication data. Any authentication information as a password or a shared secret which is fixed can be recorded and used later to gain access to a source. In ELIAC, the communicated data is encrypted hence, the attacker is able to record but never able to access the original (plain) data.  

Nevertheless, the attacker must not be allowed to keep the server busy by replaying the packets. In order to achieve this  ELIAC,  uses “Z”  time stamp. The time stamp, comprises of plain text of exact communication time and its hash. This way the server verifies that the communication is upto date. 
CONCLUSION

As seen on table 3.5 different security protocols have different characteristics. The most significant characteristics of ELIAC protocol is lacking of the complexities of other protocols and providing high level strong security. 

ELIACs’ main aim is providing security for LDAP access. However being a simple and easily implemented protocol, it is also a flexible protocol to work with other application layer protocols like e-mail, http etc.  
By employing the necessary modifications on ELIAC protocol it is possible for it to work at the transport layer. This was the protocol would be more flexible and not only it wills serve LDAP but other protocols as well. At the same time the protocols performance would be increased. However this application makes the implementation harder, hence, left for the next version of the protocol. 
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Figure 2.1 – A General Description of  ELIAC 
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Figure 2.1 – Initialization and Communications Protocol
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Figure 2.2 – Communications Protocol
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Figure 2.3 – Shared Secret Update Protocol
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Tablo 2.1  - ELIAC Protokolü Genel Mimarisi 








Table 2.1  - ELIAC Protocol variables
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Table 2.4 – Algorithms and Key lengths used
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Table 3.1 – Security Services Comparison 





Table 3.2 – Protocol Features Comparison 
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